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Moaeas yrpos 6e30nacHOCTH NEPCOHANBHBIX nauii‘.lxami nrbépaﬁom B

HAGOPMAUHOHHOI cHCTEMBI nepconaabbix Aanubix MAJIOY aevexumii caa Ne 14
«Opemex»

B nactosiem JAOKYMEHTC HCNOAL3VIOTCA CIACIAYIOUIME TCPMHHBI H HX ONPEICICHHAT

AYTeHTHOHKAUNS  OTHPABHTEIN JAMNBIX  —  [OJTBEPAICHNE TOr0, 9T0
OTNPABHTENb NOMYYCHHBIX JaHHLIX COOTBETCTBYET 3a8BICHHOMY.
be3onacHocTh  NEPCOHAABHBIX  JAAHMBIX —  COCTOSHME  3AlIMIICHHOCTH

NEPCOHATBHBLIX JAHHBIX, XaPAKTEPH3YEMOE CMOCOOHOCTHIO MONL3OBATENCH, TEXHHUYECKHX
cpeacTs i HHOOPMALMOHHBIX TEXHONOIHA 00eCeYnTs KOHPHACHIHATBHOCTS, LETOCTHOCT
H AOCTVIIHOCTH NEPCOHANBHBIX AAHHHIX NpH HX 00paboTke B HHOOPMAIMOHHLIX CHCTEMAX
NEPCOHANBHBIX AaHHBIX.

Baokupoeanne HePCOHAABHBIX IAHUBIX — BPEMEHHOC npexpauienne cbopa,
CHCTEMATH3AIHKN, HAKOIUICHHA, HCIIOAL3OBAHNA, PACTIPOCTPAHCHUSA, NEPCOHATLHLIX JaHHRIX,
B TOM YHCJIE HX Nepeaatn.

Bupyc (KoMnbioTepnblii, NporpaMMubiil) — HCHOMHASMBIT NPpOrpaMMHbI KO WIH
HHTEPINPETHPYEMbI nabop HHCTPYKLHIA, odnanaommil cBoiicTBaMM
HECAHKUMOHHPOBAHHOIO  pacnpocTpaneHus #H  camosocnpomsseacHus. Cosnanunie
AyOAHKATH KOMOBLIOTEPHOIO BHPYCA HE BCErAa COBNAJANOT C OPHIHHANIOM, HO COXPAHSIOT
CNOCOOHOCTD K AAIbHEHLIEMY PACTPOCTPAHEHHIO H CAMOBOCTIPOH3BEICHHIO.

Bpeaouocnas nporpamma — nporpamma, NpeaHa3sHAueHHas IR OCYUIECTBICHMSA
HCCAHKUMOHKMPOBAHHOTO A0CTYNa ¥ (MaH) BOIACHCTBHMA HA NEPCOHANBHLIC JAHHBIC WM
peCYPChl HHPOPMAUMOHHON CHCTEMB! NEPCOHATBHAIX AaHHBIX.

Benomoratebibie TEXHHYCCKHE CPEACTBA B CHCTEMbI — TEXHHYCCKHE CPEACTBA U
CHCTEMBI, HE NPEIHAZHAYCHHLIC LUIX Nepeladn. oOpadOTRH M XPAHCHHA MEPCOHATBHBIX
QAHHBIX, YCTAHARIHBACMBIC COBMCCTHO € TCXHHYCCKMMH CpCACTBAMHM H CHCTEMaMH,
NPEAHAZHAYCHHBIMI 118 OOpabOTKM NEPCOHLIBHLIX JAHHBIX WIH B MOMCIICHHAX, B
KOTOPLIX YCTAHOBACHB! HHPOPMAUHOHHBIC CHCTEMBI NEPCOHANBHBIX JaHHBIX.

JocTyn B ONepaumHoHHYI0 cpeiy Komnbiotepa (mngopmaunonnoi cucrembi
NEPCOHANBHBIX AANNBIX) — NOIYHSHHE BOIMOKHOCTH 3aMYyCKa HA BHITIONTHEHHE WITATHBIX
KOoMaHl. QyHKUMA, Npoueayp ONCPAUHOHHONR CHCTEMbl (YHHYTOXKCHHMR, KONHPOBAHMA,
[CPEMEIUCHHS M T.11.), HCNIOAHASMBIX Qail10B NPHKIATHBIX NPOrpaMM.

Joctyn & wunopMaumm — BOIMOKHOCTE NOJAYHeHHMR uHOpMauMm M ee
HCTIOAB30BAHMKA.

3aKaan04HOe YCTPOIHCTBO — ICMEHT CPCACTBA ChEMa MHOOPMAUMM, CKPBITHO
BHEpAEMBbI (3AKIAILIBACMBITT HAH BHOCHMBIH) B MECTa BO3MOKHOIO Chema HHOopMaunn (8
TOM 4HCAC B OFPOLAICHME, KOHCTPYKUMIO. O0OpYIOBaHHE, MpPEAMETH HHTEpPLEPA,
TPAHCIOPTHLIC CPEACTBA, @ TAKAKE B TEXHHYECKHE CPeICTBa M CHCTEeMb 00paboTKH
uudopmainm).

3ammmaemas  uwndopmanuws  —  wHQOpMAUMA,  SBIROWARCK  MPEIAMETOM
COOCTBEHHOCTH M MOAICAKAUas 3aWMTE B COOTBETCTBHH ¢ TpeOOBAHMAMH NPABOBLIX
JIOKYMEHTOB Wil TPeOOBAHHAMH, YCTAHABIHBAEMBIMH COOCTBEHHHKOM HHBOPMALLIH.



NnenTudukanmus — npucBoeHne cyoObekTaM U 00bEKTaM JIOCTyIa HAEeHTU(UKATOpa
U (WIM) CpaBHEHUE MPEABIBISIEMOrO HUIACHTH(PHUKATOpA C MEPEYHEM IPUCBOEHHBIX
UJACHTU(PHUKATOPOB.

NudopmaTuBHBI  CHTHAJA —  DJEKTPUYECKHE  CUTHAIBI,  aKyCTHYECKHE,
AIIEKTPOMAarHUTHBIE U Apyrue (QpU3ndecKue IMoJid, MO MapaMeTpaM KOTOPBIX MOKET OBITh
packpbiTa KoH(HAeHIMAIbHAs uH(OpManus (MepcoHalbHbIE JaHHBIE) OOpadaTbiBaeMasl B
UH(OPMAIIMOHHON CUCTEME MEPCOHATBHBIX TAaHHBIX.

NudopmanmonHass  cucremMa  mepcoHadbHbix  gannbix  (MCIHAn) -
MH(OPMALIMOHHAS CHUCTEMA, MPEACTaBIAOMas Cco00il COBOKYNMHOCTh IEPCOHAIBHBIX
JAHHBIX, COJEp)KaluXcsi B 0a3e JaHHBIX, a TakkKe HH(OPMALMOHHBIX TEXHOJOTMU U
TEXHUYECKHX CPEJICTB, MO3BOJIAIONIMX OCYIIECTBIATh OOpaOOTKY TaKWX IEPCOHAIBHBIX
JAHHBIX C MCIIOJIb30BAHUEM CPEJICTB aBTOMATU3ALINH.

NudopmannoHHbie TEXHOJOTHM — MPOIECCH, METOABI MOUCKA, cOOpa, XpaHEeHus,
00paboTKH, MPEAOCTABICHUS, PACIPOCTPAHECHUS UHPOPMAIIUU U CIIOCOOBI OCYIIECTBICHUS
TaKHUX MPOIIECCOB U METOJIOB.

Hcnonb3oBaHue MepCcOHANBHBIX JAHHBIX — JeicTBus  (omepamuu) ¢
NEPCOHATbHBIMU JIAHHBIMHU, COBEPIIAEMbIE ONEPATOPOM B IIENIAX MPUHATHUS PEIICHUN WU
COBEPIIEHUSI UHBIX JCHCTBUHM, MOPOXKIAIOUINX HOPUIUYECKUE TOCIEICTBUS B OTHOIICHUU
cyOBbeKTa MEePCOHANBHBIX JAHHBIX WM JIPYTUX JIMI KOO MHBIM 00pa3oM 3aTparuBarolIuX
npaBa 1 cBOOOJIbI CyObEKTa MEPCOHANBHBIX TAHHBIX WM IPYTUX JULL.

HUcTounuk yrpo3sl Oe3omacHocTH HHGpopMamum — CyOBeKT JIOCTYyIa,
MaTepUaIbHbIH 0O0BEKT WK (PU3MUYECKOE SBJICHUE, SBISIONIMECS TPUUYNHON BOSHUKHOBEHHUS
yrpo3bl 0€30MaCHOCTH UH(POPMAIIHH.

KonTposmpyemasi 30Ha — TpOCTPAHCTBO (TEPPUTOpHS, 3/1aHUE, YacThb 3JaHUS,
MOMeEIIIEHUE), B KOTOPOM UCKIIIOYEHO HEKOHTPOJIUPYyeMOe MpeObIBaHUE TTOCTOPOHHUX JIUII, a
TaK)K€ TPAHCMOPTHBIX, TEXHUUECKUX U MHBIX MAaTEPUAIIbHBIX CPEJICTB.

KonpuieHIIHAJIbHOCTH MEPCOHAJBHBIX JAHHBIX — 00s3aTeNIbHOE 711 COOTIOICHUS
OTIEpPaTOPOM HJIM MHBIM MOJTYYHBIIMM JIOCTYI K IEPCOHATBHBIM JIaHHBIM JIMLIOM TpeOOBaHME
HE JIOMYCKaTh MX pPaclpoCTpaHeHHe Oe3 corylacusi CyObeKTa NEepCOHAJIbHBIX JAaHHBIX WM
HAJIMYUsl THOTO 3aKOHHOTO OCHOBaHUSI.

Me:xceTeBoii 3KpaH — JIOKadbHOE (OJHOKOMITIOHEHTHOE) WM (HYHKIIMOHAIBHO-
pacmpeieieHHOE  NIporpaMMHoe  (IIpOorpaMMHO-almaparHoe) CpeacTBO  (KOMILIEKC),
peanusyroliee KOHTPOJIb 32 MHpOpMalueil, nocrynammeid B ”HGOPMALMOHHYIO CUCTEMY
MEPCOHANIBHBIX JIAHHBIX U (MJIM) BBIXOAIIEH U3 HHPOPMAIIMOHHON CUCTEMBI.

Hapymurtear 0e30MaCHOCTH NeEPCOHATBHBIX JAAHHBIX — (QHU3UYECKOE JIUIIO,
CIIy4ailHO WJIM IPEJHAMEPEHHO COBEPIIAIOLIEE JIEHCTBUS, CIECACTBUEM KOTOPBIX SIBIISETCS
HapylleHHe Oe30MacCHOCTH NEePCOHAIBHBIX JaHHBIX MNpU HMX 00pabOTKE TEXHHUYECKHUMHU
CpeacTBaMU B MH(OPMALIMOHHBIX CHCTEMaX MEePCOHAIBHBIX TaHHBIX.

HepexapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHAIBHBIE BO3MOXXHOCTH CPENICTB
BBIUHUCIUTENIHON TEXHMKH, HE OIMCAaHHBIE WJIM HE COOTBETCTBYIOLUE OIKUCAHHBIM B
JIOKyMEHTall1H, npu UCIIOJIb30BaHUU KOTOPBIX BO3MOKHO HapyllIeHue
KOH(HUICHIINATbHOCTH, JOCTYITHOCTH WJIH LEIOCTHOCTH 00pabdaThiBaeMOi HH(pOpMaLnu.

HecaHKUMOHMPOBAHHBIN A0CTYN (HECAHKIMOHUPOBAHHBIE JEHCTBHUSA) — IOCTYII K
uHboOpMallMu WU JeHCTBUS ¢ HHQOpMaIMell, Hapyllalollyue MpaBuia pa3rpaHUYeHUs
JIOCTyTa C MCIOJIb30BAaHUEM IITAaTHBIX CPEACTB, MPEIOCTABISEMBIX HHPOPMAIMOHHBIMU
CUCTEMaMHM IEPCOHAJIbHBIX JIaHHBIX.

Hocureas undopmannu — ¢usznyeckoe JUIO UM MaTepuanbHbIi OOBEKT, B TOM
yucne (u3MYecKoe IMojie, B KOTOPOM HMH(OpMaIMs HAXOAUT CBOE OTPAKEHUE B BUJE



CHUMBOJIOB, 00pa3oB, CUTHAJIOB, TEXHUYECKUX PELIEHUH M MPOLIECCOB, KOIUYECTBEHHBIX
XapaKTepUCTUK (PU3UUECKUX BEIUYHH.

OO0e3IMuYMBaHUe TNEPCOHAJBHBIX JAHHBIX — JICHCTBUS, B PE3yNbTaTe€ KOTOPBIX
HEBO3MOXXHO OIpPEACNIUTh MPUHAUICKHOCTh IEPCOHANBHBIX JaHHBIX KOHKPETHOMY
CyOBEKTY EePCOHATIBbHBIX ITAHHBIX.

OO0padoTka MepCcOHAJBHBIX JAHHBIX — JCHCTBUA (ONepanuu) ¢ MEePCOHATbHBIMU
JaHHBIMH, BKIIO4Yas cOOp, CHUCTEMAaTHU3alllio, HAKOIJIEHHE, XpaHEHUE, YTOYHEHUE
(oOHOBIIEHUE, W3MEHEHHE), MCIIOJIb30BaHUE, PAaCHpOCTpaHeHue (B TOM 4YHCIE Iepeaady),
o0e3nnuuBaHue, OJJOKMPOBAHNE, YHUUTOXKEHHE EPCOHATIBHBIX JAHHBIX.

Omneparop (mEepCOHANBHBIX AAHHBIX) — MYHMIMIAIBHBIM OPraH, OPHUINYECKOE
JIUII0, OPTraHU3YIOIIee U OCYIIECTBIAIONICe 00pabOTKY MEPCOHATBHBIX TAHHBIX, a TAKKE
OTIpeNieNsIIoIIue eI U CoJiepKaHne 00pabOTKU MEPCOHANbHBIX JaHHBIX.

Texnnueckne cpeacrsa MHPOPMALMOHHOM CHCTEMbI NEPCOHATBHBIX JAHHBIX —
CPEICTBA BBIYMCIUTEIBHON TEXHUKH, HH(QOPMAIIMOHHO-BBIYUCINUTEIbHBIE KOMIUIEKCHl H
CeTH, CPEICTBA M CHUCTEMbI Iepeaayu, npuema u odpadorku I/ (cpencTBa U cucTteMbl
3BYKO3aIIMCH, 3BYKOYCUJIEHMSI, 3BYKOBOCIIPOM3BEJIECHUS, NEPETOBOPHBIE U TEIEBU3HOHHBIE
YCTpOICTBA, CPEICTBA U3TOTOBJICHMUSI, TUPAKUPOBAHUS TOKYMEHTOB U JIPYTU€ TEXHUYECKHE
cpeacTBa 00pabOTKU peueBoil, rpaduueckoil, Buaeo- 1 0yKBeHHO-IIM(POBOIl HHPOpMaIUN),
IpOorpaMMHBIE Cpe/ICTBa (ONEPallMOHHBIE CUCTEMBI, CUCTEMBI YIIPaBJICHUS Oa3aMH TaHHBIX U
T.I.), CPEACTBA 3AIIMUTHI HHPOPMAIINH, TPUMEHSIEMbIE B MHPOPMAIIMOHHBIX CUCTEMAX.

IlepexBar (uHpoOpManum) — HEOpPaBOMEpPHOE IMONy4YeHHE HHOpMAIMU C
UCTOJIb30BAHUEM TEXHUUYECKOTO CPE/ICTBA, OCYIIECTBISIOUIET0 OOHapyXeHHe, NMpUeM HU
00paboTKy HH(OOPMATHBHBIX CUTHAJIOB.

IlepconanbHble TaHHbIEe — Jt00as HH(OpPMALMS, OTHOCALIASCS K ONpPEIEICHHOMY
WIA ONpeeNsieMOMY Ha OCHOBAaHMM TakoW HMH(opmauuu (uznyeckoMmy JHLy (CYOBEKTY
HIepCOHAIIBHBIX JaHHBIX).

[o0o4HbIe 3JIEKTPOMATHUTHBbIE H3JIYYEHHUS M HABOAKH — JJIEKTPOMAarHUTHBIC
U3IIYyYCHHUS] TEXHUYECKUX CPEJCTB OOpabOTKH 3amuinaeMor HHGOpPMAINK, BO3ZHUKAIOIIHNE
Kak M0OOYHOE SIBJICHHE U BBI3BAHHBIE DJIEKTPUUECKUMHU CHUTHAIAMHU, JEHCTBYIOIIUMH B UX
IIEKTPUYECKUX U MAarHUTHBIX LEMAX, & TAKXKE FIEKTPOMAarHUTHbIE HABOJKH 3THUX CUTHAJIOB
Ha TOKOIPOBOJSIINE JIUHUU, KOHCTPYKIIMHU U LIETIH TUTaAHUSI.

IMosmTHKA «YHCTOIO CTOJA» — KOMIUIEKC OpraHM3alMOHHBIX MEPONPUATHH,
KOHTPOJIUPYIOIIMX OTCYTCTBHE 3allMCBIBAHMA Ha OyMaKHbIE HOCUTENU KIIOYeH u
aTpuOyTOB focTyna (maposiei) U XpaHeHHsI UX BOJIM3U O0BEKTOB JA0CTYIA.

IMosb30BaTeib MHGPOPMALMOHHONH CHCTEMbl NMEPCOHAJBHBIX JAHHBIX — JIUIO,
y4JacTByoliee B (yHKIIMOHUPOBAHUU HWH(POPMAIIMOHHON CHCTEMBI NMEPCOHAIBHBIX TaHHBIX
WIN UCTIOJB3YIOIIEe Pe3yNbTaThl €€ PyHKIIMOHUPOBAHHUS.

IIpaBuia pa3rpaHuYeHusi JOCTYNA — COBOKYIMHOCTh MPaBUJI, PETIAMEHTUPYIOIINX
npaBa J0CTyIa CyObEKTOB JOCTYIa K 00BEKTaM JIOCTyIA.

IIporpaMmmHas 3akiaaaka — KOJX IIPOrpaMMbl, IIPEIHAMEPEHHO BHECCHHBIA B
OporpaMMy C LEJNbI0 OCYIIECTBUTh YTEUKY, HW3MEHUTh, OJOKHUPOBATh, YHUYTOXXHUTb
MHGOPMALIMIO WJIM YHUYTOXKUTh M MOAU(UIMPOBATH MNPOrpaMMHOE obecreueHue
UHPOPMAIIMOHHONW CHCTEMbI MEPCOHAIBHBIX JAHHBIX M (WIK) OJOKHpOBATH ammapaTHbIC
CpeJICTBa.

IIporpammuoe (mporpaMMHoO-MaTeMaTH4€eCKOE) BO3/IeliCTBHE -
HECAHKIIMOHUPOBAHHOE BO3/ICHCTBUE HA PECypChl aBTOMAaTU3UPOBAHHOW MH(POPMAIIMOHHON
CUCTEMBI, OCYILECTBIISIEMOE C UCIIOIB30BAHUEM BPEIOHOCHBIX IIPOrpaMM.

PackpbiTHe NMepCOHAJBHBIX JaHHBIX — YMBIIUICHHOE WJIM CiIy4yailHOe HapylleHue
KOH(UIEHIIMAIBHOCTH TIEPCOHANBHBIX TAHHBIX.



PacnpocTtpaHeHne mepCOHAJBHBIX [JaHHBIX — JICHCTBUSA, HalpaBJICHHbIE Ha
neperayy MepcoHaANbHBIX JTAHHBIX OMPEIEICHHOMY Kpyry Juil (Iepeaada MepcOHaNbHBIX
JTAHHBIX ) WJIM Ha 0O3HAKOMIJICHHE C MEPCOHAIBHBIMU JAHHBIMU HEOTPAHUYEHHOTO KpyTra JIHII,
B TOM 4HcJie 0OHapOJAOBaHUE MEPCOHATBHBIX JAHHBIX B CPEJICTBAX MAacCCOBOM MH(pOpMAIIUH,
pa3MelieHue B HMH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CETSIX WM MPEA0CTaBICHUE
JIOCTYTIAa K IEPCOHANIbHBIM JJAHHBIM KaKUM-TTHOO UHBIM CIIOCOOOM.

Pecypc wuH(pOpManMOHHOW CHCTEeMbl — HMEHOBAHHBIM JJIEMEHT CHUCTEMHOIO,
OPUKIAHOTO WJIM ammapaTHOro oobecreueHus (GYHKIMOHUPOBAHUS WHGOPMAIIMOHHOM
CUCTEMBL.

CyobekT pocryna (cy0ObekT) — JUIO WIM TPOLECC, MACUCTBUS KOTOPOTO
pPEMIaMEHTHPYIOTCS TPAaBUJIAMU PAa3rpaHUYEHU TOCTYTIA.
TexHUYEeCKHMIT KaHAJ YTeYKH HUHPOPMAUMM — COBOKYIIHOCTh HOCHUTENS

unpopmanmu  (cpeactBa  00pabOTKM),  (U3MYECKONM  cpeAbl  pacHpOCTpaHEHUS
MH()OPMATUBHOIO CUTHAJA U CPEACTB, KOTOPHIMU JT00BIBACTCS 3aluiaemMas nHGopMaIusi.

Yrpo3bl 06e30MacCHOCTH NEPCOHATBbHBIX JAHHBIX — COBOKYIHOCTH YCJIOBHUHA U
(bakToOpoB, CO3MAIONIMX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM YHCJE CIy4ailHOTO,
JIOCTyIa K MEPCOHATIBHBIM JAaHHBIM, PE3YJIbTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHUE,
U3MEHEHUE, OJOKMPOBAHHE, KOMHMPOBAHUE, PACIPOCTPAHCHHE TEPCOHAIBHBIX JIAHHBIX, a
Tak)K€ MHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBHI MpH HX 00paboTke B HH(POPMAIMOHHOMN
CHUCTEME TEePCOHANIbHBIX TaHHBIX.

YHUYTOKEHHE TEPCOHAJBHBIX [JaHHBIX — JCHCTBUS, B PE3YJIbTaTe KOTOPHIX
HEBO3MOXKHO BOCCTAHOBUTH COJIEp)KAHUE IEPCOHATBHBIX JAaHHBIX B HH(OPMAIIMOHHON
CUCTEME TePCOHANIBHBIX JAHHBIX WIH B PE3yJbTaTe KOTOPHIX YHUUTOXKAIOTCS MaTepHalIbHbIC
HOCHUTEJIM NMEPCOHANTBHBIX JAHHBIX.

VYreuka (Bamumaemoil) wuHGOpMAIMH MO TEXHHYECKMM KaHAJIaM —
HEKOHTPOJIUPYEMOE  pacrlpocTpaHeHHe WHGOPMAlMKW OT  HOCHUTENs  3allHUIacMOu
uHopmainmu vepe3 Gu3nUecKyro cpelay A0 TEXHHUYECKOTO CPEJCTBA, OCYIIECTBISIONIECTO
nepexsat HHpOpMaIuu.

Ya3BUMOCTB — C1a00CTh B CPEACTBAX 3AIIUTHI, KOTOPYIO MOKHO HCIIOIB30BATh JIJIs
HAPYIICHUS CUCTEMBI WJIH COZIepKallielics B Hell HHpOopMaIiH.

HenocTHocTh MHGOPMAIMU — CTIOCOOHOCTH CPEACTBA BBIUMCIUTEIHHOM TEXHUKU
WJIM aBTOMATU3UPOBAHHON CUCTEMBI 00ecTieYrBaTh HEM3MEHHOCTh HH(OPMAITHH B YCIOBUSIX
CIIy4alHOTO W/WJIU TPETHAMEPEHHOTO UCKKECHHS (pa3pyIICHHS ).

BBEJIEHUE

Pabotel o cozpanuio YacTHOI MoAenu yrpo3 6e30MacHOCTH NePCOHATBHBIX TAHHBIX
(damee — Monenb yrpo3), mpu ux o0padboTke B MHPOPMAIIMOHHONW CUCTEMBI MEPCOHATBHBIX
nanubix, (Hdanee — WCII[H) mpoBoAsTCS B COOTBETCTBHHM CO CIEAYIOLUIMMU OCHOBHBIMHU
JOKyMEHTaMH:

- ®enepanbHblii 3akoH oT 27 wuions 2006 roma Ne 149-03 «O6 wunHbopmanuu,
MH(OPMALIMOHHBIX TEXHOJIOTHUAX U O 3alIUTe UH(DOPMALIII;

- Oenepanbubiii 3akoH OT 27 wmronsa 2006 roma Ne 152-d3 «O mepcoHambHBIX
TAHHBIX,

- [locranoBnenue IlpaBurensctBa P ot 01.11.2012 Ne 1119 «O6 yrBepkaeHUN
TpeOOBaHUN K 3allUTE NEPCOHANbHBIX JAHHBIX MPU HX 00paboTKe B HMH(OPMAIIMOHHBIX
CUCTEeMax MePCOHAIBHBIX JaHHBIX) ;

- [locranosnenue IlpaBurensctBa PO ot 6 urons 2008 r. Ne 512 «O06 yrBepkaeHUN
TpeOOBaHUN K MaTepHaAJbHBIM HOCUTENISIM OMOMETPHUYECKHUX IEPCOHANBHBIX JIaHHBIX U



TEXHOJIOTUSIM XpaHEHUs TaKUX JIaHHBIX BHE HMH(POPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX
JTAHHBIX) ;

- [Tocranonenue IIpaButennctBa Poccuiickoit @eaepannu ot 15 centsiops 2008 r.
Ne 687 «O0 yrBepxknenun Ilonoxenuss 06 0COOEHHOCTSX OOpPabOTKM IEPCOHATBHBIX
JAHHBIX, OCYILECTBIIsIEMOI 0€3 HCIOIb30BaHUsI CPEJICTB ABTOMATU3ALIUNY ;

- IlocranoBnenue IlpaButensctBa Poccuiickoit @enepanun ot 21 mapra 2012 1. Ne
211 «O06 yrtBepxknenun llepeuHss Mep, HalpaBJIEHHBIX Ha OO€CIEUYEHUE BBIOJIHEHUS
o0s3aHHOCTEN, IpeycMOTpeHHBIX DeiepabHbIM 3aKOHOM «O MEePCOHANBHBIX JaHHBIX) ;

- bazoBas Mozenb yrpo3 6€30MacHOCTH MEePCOHATIBHBIX JAHHBIX MPU UX 00pabOTKE B
WH(OPMALIMOHHBIX CHUCTEMax  MEpPCOHAJbHBIX JaHHBIX (YTBepkIeHa 3amMecTUTelleM
mupektopa ®CTIK Poccun 15 despans 2008r.);

- Metonuka onpezeseHns akTyalbHbIX YIpo3 0€301MaCHOCTH NEPCOHAIBHBIX JaHHBIX
npu ux o0paboTke B MH(MOPMALMOHHBIX CHUCTEMaX MEPCOHANBHBIX AaHHBIX (YTBepKIeHa
3amectutenem aupekropa @CTIK Poccun 14 despans 2008r.).

Mogeins yrpo3 MoeT ObITh IEPECMOTpPEHA!

- [I0 PELIEHUIO OIlepaTopa Ha OCHOBE IEPUOJMYECKH INPOBOAMMBIX MM aHAaJIHW3a U
OLIEHKU yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JAaHHBIX C Y4€TOM OCOOCHHOCTEH U (MJIH)
M3MEHEHUI KOHKPETHON MHPOPMAIIMOHHON CUCTEMBI;

- 10 pe3yJibTaTaM MEpPONPUATHI MO KOHTPOJIIO 32 BBIOJHEHHEM TpPeOOBaHUN K
o0ecrieueHHI0  0OE30MACHOCTH  MEPCOHANBHBIX  JAHHBIX Hpu HUX 00paboTke B
UH(POPMAIIMOHHOHN CHCTEME.

Mopnaens yrpo3 6a3upyeTcst Ha CIeAYIOMUX MIPUHIINITAX:

1) Be3omacHOCTh NEPCOHANBHBIX JAHHBIX IIpu HMX obpaborke B MCII/In
o0ecreynBaeTcs C MOMOIIbIO CUCTEMBI 3aIUTHI epcoHaNbHbIX AaHHBIX (C3I1/IH).

2) Ilpu HOpMHUPOBAHMK MOJEIH yIPO3 YUUTHIBAKOTCS KAK YIPO3bl, OCYLIECTBIECHHE
KOTOPBIX HapyIIaeT 0€30MacHOCTh MEePCOHANBHBIX JAHHBIX (Jlajee — MmpsiMasi yrpo3a), TaK
YIpO3bl, CO3/IAIOIINE YCIOBUS IS MOSBIECHUS NPSIMBIX YIpo3 (Jlajee — KOCBEHHbIE YIPO3bl)
WJIM KOCBEHHBIX YIPO3.

3) IMepconanbHble JaHHbIE 00paOaTHLIBAIOTCS W XPaHATCS B HH()OPMALMOHHOM
CHCTEME C HCIIOJIb30BAHUEM OIPEICTICHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUYECKUX
CPEICTB, MOPOKIAIOMIMX OOBEKTHl 3aIUTHl PA3IUYHOIO YPOBHS, aTakd Ha KOTOpHIE
CO3/al0T NPsAMbIE WJIK KOCBEHHBIE YIPO3bI 3alIUIIaeMON HHPOPMALIUH.

4) Cuctema 3allUTBl TEPCOHAIBHBIX JAHHBIX HE MOXET OOECHEYHTh 3alUTy
uH(pOpPMAlIUM OT JICUCTBH, BBIMOTHIEMBIX B paMKax MPEIOCTaBICHHBIX CYOBEKTY
neiictBuit nmonmHomouunii (Hanpumep, C3II[IH HE MOkeT oOecreyuTh 3aImuTy UHHOPMAIHH
OT PacKpbITUSA JUIAMH, KOTOPBIM IIPEIOCTABICHO IPABO HA AOCTYM K 3TOM MHGOPMALIHH).

HA3HAYEHUE, CTPYKTYPA U OCHOBHBIE XAPAKTEPUCTUKHU UCIIIH

UCIT[In npenHazHauyeHa Jisl BBIOJHEHUS B DJJIEKTPOHHOM BHJE CIIECAYIOIIUX
OCHOBHBIX ITPOLEYD:

- TIPUEM 3asIBJICHUN poauTeseil (3aKOHHBIX MPEACTaBUTENEH AeTeil) isl MOCTaHOBKHU
Ha yd4eT W B OdYepelb Ha 3a4HCICHHE B JOIIKOJbHOE 00pa3oBaTEbHOE YUYPEKICHHE,
BHECEHHUE U3MEHEHMI B 3asBJICHUS, IPUEM 3asIBJICHUM HA MIEPEBOJ] U3 OJHOTO YUPEXKIACHUS B
npyroe. Ilpouenypa mpuema 3asiBICHUM poAUTENEH (3aKOHHBIX NpEACTaBUTENEH AeTel)
peasinzyercs B ”HOOPMAIIMOHHOM CHCTEME B IBYX BapHaHTaX:



U3 PETMOHAIBHOIO NOPTajla TOCYAAPCTBEHHBIX YCIYT, €AMHOrO MOpTaia rocy1apCTBEHHbIX
ycIyr, caiiTa HH(QOPMAalMOHHOM cuctemsl - 3asBUTENb U3 «JIM4HOro kKabuHeTa» mojaeT
3asiBJICHHE U CaM BBOAMT BCE HEOOXOAMMBIE JaHHbIE;

- (opMupoBaHHE pa3IMYHBIX KaTerOpUil IMoyydaresed ycIyru ¢ y4eTOM JIbIOT IO
COCTOSIHMIO 3/10pPOBBS M COLTUAJIEHOMY TOJIO0XKEHHIO JIeTEH.

- MH(POPMHUPOBAHME 3aKOHHBIX MpPEICTABUTENEH AETe O XOJe NPEIOCTABICHUS
MYHULIMIAIBHOM ~ YCIYIM  4Yepe3 <«JIMYHbIA  KaOMHET»  pPETMOHAIBHOTO  MOopTaia
rOCYyJapCTBEHHBIX  YCIYI, €AMHOIO TIOopTaja TOCYAAapCTBEHHbIX  YCIyI, caiira
UH(POPMALIMOHHON CUCTEMBI.

[IpenocraBieHue yciyru 1o NpueMy 3asBJICHUN U MOCTAaHOBKE HA y4YET BKJIKOYAET B
ce0s creayomue aIMUHUCTPATUBHbBIE IPOLEAYPHI:

- TNpeAOCTaBJIEHUE 3asBUTEIEM 3asBICHUS M JIOKYMEHTOB, HEOOXOIUMBIX IS
MIOCTAHOBKHM JIeTEH Ha YUeT JIJIs 3aUMCIICHUs B 00pa30BaTEIbHOE YUPEKICHUE;

- pacCMOTpEHUE 3asBJICHUS U NIPEJICTABICHHBIX JOKYMEHTOB 3asBUTEIIS;

- UHGOPMHUPOBAHHE 3aABUTENS O IPUHATOM PEILIEHUH: TOCTAHOBKA peOeHKa Ha y4eT
(c Bblayeil 3asgBUTENI0 YBEJAOMJIEHMS O TIIOCTAaHOBKM pebOeHKa Ha yueT) Ju0o
MOTHUBHPOBAaHHBIN OTKa3.

[IpyHuMas BO BHUMaHUE, YTO PEUICHUE O TOCTAHOBKE Ha YYET U 3a4HMCIICHUU JETEH B
o0Opa3oBaTebHbIC YUPEKICHUS, Peau3yIOlINe OCHOBHYIO 00pa3oBaTelbHYIO MpPOrpammy
JOLIKOJIBHOTO  O0pa3oBaHUsl HE MPUHUMAETCS HAa OCHOBAHMHM MCKJIIOYHUTEIBHO
ABTOMAaTU3UPOBAHHOM O0Opa0OTKM NEPCOHAJIbHBIX JaHHBIX B OTHOIIEHUH CYOBEKTa
TIEPCOHANBHBIX JIAHHBIX!, TO MpOIEAYpa «PacCMOTPEHUE 3asBJIEHHS M IIPEICTABIECHHBIX
JIOKYMEHTOB 3asBUTEJsD» HAuMHAETCS IOCJIe TMPEeACTaBiICHUs 3asBUTEIEM OPUTHMHAJIOB
TOKyMeHTOB (CM. OJ0K-CXeMy MpeI0CTaBICHUS] MyHUITUTIATBHON YCITyTH).

ABTOMATHU3UPOBAHHBIA pacdeT MPOU3BOAUTCA C YU4E€TOM BO3pacTa peOeHKa, JaThl
MO/Jauu 3asBJICHHS] HA 3a4HCIICHHE/TIEPEBOJ, JIbIOT, MPEANOYTEHUN POAUTENICH B BBIOOpE
JOLIKOJIBHOTO YUPEXKACHUS MO CIENYIOUIEMY aIrOpPUTMY:

3asiBIICHUsI, KOTOPbIE HAXOJATCS B OUepEe/Id, aBTOMATHUECKH MIEPECUUTHIBAIOTCS Pa3 B
cytku B 00:00 (1o BpeMeHu TOro cepBepa, Ha KOTOpoM yctaHoBiieHa Cuctema). Pe3ynbraThl
nepecueTa ouepenu JarT 3asBUTEN0 MH(GOPMALMIO JJI NMPUOIHU3UTENBHOIO MPOrHO3a O
TOM, TIONAJIET JIU €TO 3asBIICHUE B ONIMKaliliee pactipe/ie]IiCHHE B IETCKUE CaIbl.

PesynbTaThl nepecuera odepeu MOTYT OBITh MPEACTABICHBI B TPEX BUAAX (C y4eTOM
CrielUau3aluy Mo 3JJ0pOBbIO U 0€3):

- OPSIKOBBIA HOMEP B OY€peI B paMKaxX MYHUIIUTIATUTETA;

- TOPSIKOBBIM HOMEP B OYEpEeAM B paMKax TEpPPUTOPUAIBHOM NPUHAAJICKHOCTU
JIOIIKOJIBHOTO YUPEXKACHUS;

- IOPSIIKOBBIA HOMEP B OUYEpEeId B paMKaX KOHKPETHOTO JETCKOIO caja.

ABTOMAaTHU3MPOBAHHBIM MPOLIECC TpUeMa 3asBICHHUM, IOCTAHOBKM Ha YYeT u
3a4ynciIeHusl JieTeil B 00pa3oBaTeNbHBIC  YUPEKACHUS, PEAIN3YIOIIHe OCHOBHYIO
00pazoBaTeIbHYIO IPOrpaMMy JOIIKOIBHOTO 00pa30BaHMs, OCYLIECTBISIETCS IPU HAJTMUUH
CJIEYIOIUX MEPCOHATBHBIX TaHHBIX:

JaTa pokJIeHUs peOeHKa,

JaHHBIE CBUJIECTEIHLCTBA O POXKICHHH;

Kenmaemast aTa 3auncienus pedenka B JJOO;

a/ipec PerucTpauuu 1 (PakTUIECKOro MPOKUBAHUS;




JAHHBIE O HAJM4YMM MpaBa Ha BHEOUEPEJHOE WIHM IEPBOOYEPEIHOE 3aUMCIICHUE
pebeHka B JOUIKOJIbHOE 00pa30BaTEIbHOE YUPEXKICHUE;

HaJIM4re NOTPEOHOCTH B CIIEHMATN3UPOBAHHOMN TpyIIIe

npenanourenue 3asButens B Beioope 100;

aZpec PIEKTPOHHOM MOYTHI;

KOHTaKTHBIE TeJIe(OHBI.

PacueTtHslii 00beM 00pabaTbIBaeMbIX MEPCOHAIBHBIX JAaHHbIX: MeHee 100000
CyOBEKTOB MEPCOHATBHBIX JTAHHBIX.

HCIIIH HE OTHOCHUTCS K:

- uH(pOpMalMOHHON cHcTeMe, oOpabaTbIiBalOIlel CHEIUAIbHBIE KAaTErOpUU
NEPCOHANBHBIX JIAHHBIX, KacalolUXCS pacoBOM, HAlUMOHAIBHOM MPUHAJJIEKHOCTH,
MOJIMTUYECKUX B3TISJOB, PEINUTHO3HBIX WU  (puiocodckux yOexAeHH, COCTOSHUS
3JI0pPOBbsl, UHTUMHOM KU3HHU CYOBEKTOB IIEPCOHAIIBHBIX JAHHbIX.

- “H(pOpMaIMOHHOHN cucTeMe, oOpabaTbIBarollell OMOMETPUUECKHE IEPCOHAIIBHBIE
JaHHBIE, KOTOPBIE XapaKTepU3YIOT (HU3UOJOTUYECKHE U OHOJIOTHYECKHE OCOOECHHOCTH
YeJIOBEKa, HAa OCHOBAaHMU KOTOPBIX MOXXHO YCTAHOBUTH €ro JIMYHOCTb U KOTOPBIE
UCIOJIb3YIOTCS  ONEpPAaTOpPOM JUIsl YCTAHOBJIEHUS JIMYHOCTU CYOBEKTa MEpPCOHAIbHBIX
JAHHBIX, U HE 00pabaThIBAIOTCS CBEJICHUS, OTHOCAILIUECS K CHEIUAIbHBIM KAaTErOpHsSIM
MEPCOHAJIbHBIX JAHHBIX.

- UH(POpPMAIMOHHOW cucTeMe, o0pabaTbIBarolIel OOIIENOCTYIIHbIE MEPCOHAIBHBIE
JaHHbIE, MOJYYEHHBIE TOJBKO M3 OOIIEJOCTYNHBIX HCTOYHHKOB MEPCOHAJIBHBIX JAHHBIX,
CO3JIJaHHBIX B COOTBETCTBMM cO cTaThell 8 DenepanbHOro 3akoHa «O MepcoOHAIbHBIX
JAHHBIX).

- uHpOpMaLMOHHOW  cucTeMe, oOpalaThIBalOlEll IEPCOHAJbHBIE  JIaHHBIE
COTPYJIHUKOB OIleparopa.

HUCII[lax noakmoueHa K  HHGOPMAIMOHHO-TCICKOMMYHUKAITMOHHOM  CETH
«HTEepHeTY.

Pexxum 00paboOTKH MEePCOHATBHBIX JAHHBIX: MHOTOIIOIb30BATENbCKUH.

Pexxum pasrpaHuueHus mpaB JIOCTyIa MOJIb30BaTENeH MH(OOPMAIIMOHHON CHCTEMBI:
C pa3rpaHUYECHHBIMU IIPABaMH JIOCTYTIA.

Mecronaxoxaenue MUCII/In: Tepckas obnacts, Poccuiickas deneparnus.

B o6mem Bune UCIT/IH npencraBnena Ha puc.1
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Puc.1 O6mwmii Bua rexnomorudeckoro nporecca UCIT/Ix.



Jis peanuzauumyd HUHQOPMAIMOHHOM TEXHOJOTHUU HCIIOJIB30BAHO JIMLEH3UOHHOE
nporpammHoe obOecnieuenue: Windows Server 2012; SQL Server 2012, «E-ycmyru.
O6pazoBanue». Bebd-cepsep (IIS) comepxkut ciyx6n1 Internet Information Services (IIS),
KOTOpBIE SBIISIOTCS YHH(PHUIIMPOBAHHON BeO-muatdopmoit, oObenuHsronein ciayxonr IIS,
ASP.NET, Windows Communication Foundation u cmy:x061 Windows SharePoint Services.
Cayx6sr 1IS MO3BOJISIIOT ~ OPTaHMU30BaTh COBMECTHBIM JOCTYn K HH(pOpManuu
obpabateiBaeMoii B ICII[IH uepe3 MHTEpHET, MHTpaceTh WU dKCcTpaceTh. B cucteme SQL-
CepBep OpraHM3oBaHa JBYXYPOBHEBasi HACTpOMKa OrpaHWYEHHs OCTyNa K JaHHbIM. Ha
IIEPBOM YpPOBHE OPraHU3yeTCs IOCTYI K CEpPBEPY MOCPEACTBOM BbIJAHHOW YYETHOM 3amucH
nosip3oBatens (login), kotopas MO3BOJSIET €My MOAKIIOYUTHECS K CAMOMY CepBepy, HO He
JTaeT aBTOMAaTUYECKOTO J0CTYMa K 0a3am aHHBIX. (puc.2)

's ™
BrOA B CUCTEMY

VYueTHas sannce; fadorov

Napons: |eesssss

Bxop

Puc.2 Wutepdetic BBoga yUETHOM 3anucu

Ha BropoMm ypoBHe s kaxaoi 6a3bl ganHbix SQL-cepBepa Ha OCHOBAaHUH YYETHOU
3aIlMCH CO3JaeTCs 3aMUCh MOIb30BATEIS.

Ha ocHoBe mpaB, BbITAaHHBIX MOJIB30BATENIO KaK MOJb30BATEN0 0a3bl TaHHBIX (User),
u ero perucrpanuonHoro uMenu (login) opranu3syeTcst AOCTYI K COOTBETCTBYIOIICH 0ase
naHHBIX. B pa3Hpix 0a3ax maHHBIX login OJHOTO M TOTO K€ IMOJB30BATENS MOXKET WMETh
OJIMHAKOBBIC WJIM Pa3HBIC MMEHA USET C Pa3HBIMH ITPaBaMH JOCTYTIA.
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Puc.3 Unrepdelic penaktupoBaHus IpaB U poJieH.

NHaue roBopsi, C MOMOIIBIO YYETHOM 3amUCU MOJb30BATENS OCYLIECTBISETCS
noakitoueHne k SQL-cepBepy, Tocie 4Yero OmpenessioTcs €ro YpPOBHU JOCTyma s
KaXX7101 0a3bl TaHHBIX B OTACIHLHOCTH.



I obecnieuenuss Oe3omacHoctr MCIIJIH wucmonp3yeTcs MOJACHUCTEMBl ayauTa
Windows Server, HacTpanBaemasi 4yepe3 MOJIUTHKH O€30MaCHOCTH.

INEKTPOHHLIE YCNYTW 8 COEPE OBPASOBAHMA -
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Puc.4 Xypnan 6ezonacaoctu UCIIx
OIMUCAHUE ®OPM NNPEACTABJIEHUSA NIEPCOHAJIBHBIX TAHHBIX

[TepcoHanbHbIC TaHHBIE UMEIOT pa3nuuHbie (OpMBI NipeacTaBienus (Hocutenu [1][H)
C YYETOM HCIIOJIb3YEMBIX B MH(POPMAIIMOHHON cucTeMe MH(POPMAIIMOHHBIX TEXHOJIOTUH U
TEXHUYECKHUX CPEJICTB.

Hocurens [/l — MaTepualibHblii OOBEKT, B TOM YUCHE (HU3UYECKOE MOJIE, B KOTOPOM
[I/lH HaxoAWT CBOE OTpaXCHHE B BHUJAE CHMBOJIOB, O0Opa30B, CHUTHAJIOB, TEXHUYECKUX
pELIeHU U TPOLIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3NUECKUX BEITUYHUH.

Hocurenu [1/11 conepxat nundopmaiiuio, B CISAYIOMMUX BUIAX:

- BUJI0Basi MH(MOpMAIIHsI, PEJICTABICHHAS B BUJEC TEKCTa M M300paKEHUI pa3IMuHbIX
YCTPOMCTB ~ oTOoOpakeHWs: ~ WH(OpPMAIMK  CPEACTB  BBIYMCIUTENBHOW  TEXHUKH,
MH(OPMALIMOHHO-BBIYUCIUTEIbHBIX KOMIUIEKCOB, TEXHUYECKHUX CpeACcTBa 00paboTKu
rpaduueckoi, Buaeo- u 0ykBeHHO-1IM(ppoBoii nHpopmanmu, Bxoasmux B cocraB UCIIH;

- uHpopmanus, oOpabareiBaemas (umpkynupyromasi) B HCII[AH, B Buzge
AIEKTPUUYECKUX, ANEKTPOMArHUTHBIX, ONITHYECKUX CUTHAJIOB;

- nuadopmanus, oopadareiaemas B UCII/IH, mpeacTaBieHHas B Bujae out, 6auT, 1P-
MPOTOKOJIOB, (aliIOB U JAPYTUX JOTHYECKUX CTPYKTYP.

OINPEAEJEHUE XPAKTEPUCTHUK BE3OITACHOCTH

OCHOBHBIMH XapaKTCPpUCTUKAMHA 0E€30IMaCHOCTH SIBJISTFOTCS KOH(l)I/I)IGHIII/IaJ'H)HOCTI),
HCJIOCTHOCTDb U JOCTYITHOCTD.



KondunenuuansHocts HH(OpManuy — o0s3aTeNbHOE JJIs  BBINOJHEHUS JIMIIOM,
HOJYYUBIIUM JOCTYIl K OlpejaeraeHHol uH(opmanuu, TpeOoBaHUE HE NepelaBaTh TaKylO
MH(}OpPMALIMIO TPETHUM JIHIaM 0e3 coryiacus ee o0naaares.

LenoctHOCTh MH(pOPMALIMH — CLIOCOOHOCTh CPEACTBA BHIYUCIUTENBHON TEXHUKH WIIN
UHPOPMALIMOHHON CHCTEeMBl O0ecleynuBaTh HEU3MEHHOCTh HH(OpPMaluu B YCIOBHSX
CIy4allHOTO W/WJIHA NMPETHAMEPEHHOT0 UCKaXEHUs (pa3pyIIeHus).

JlocTynmHOCTB uH(pOopMaLH — COCTOSIHUE uH(popmaun (pecypcoB
aBTOMAaTU3UPOBAHHOW MH(POPMALMOHHON CHCTEMBI), NP KOTOPOM CYOBEKTHI, MMEIOIUE
IPaBoO JI0CTyIa, MOTYT pealn30BbIBATh UX OCCIPENSITCTBEHHO.

[IpyHrMas BO BHUMaHUE, YTO PEIICHNUE O IOCTAHOBKE Ha YUYET U 3a4UCIICHUU JIeTeN B
o0pa3oBaTeNbHbIE YUPEKICHUS, PEATM3YIOLINE OCHOBHYIO 0Opa30BaTENbHYIO MPOrpammy
JIOUIKOJILHOTO ~ 00pa3oBaHMsl HE IPUHHUMAETCS Ha OCHOBAaHHUU HCKIIIOUUTEIIBHO
aBTOMATH3UPOBAHHON 00pa0OTKM NEPCOHAIBHBIX JaHHBIX B OTHOIIEHUH CYOBEKTa
NEPCOHANBHBIX JAHHBIX, COOTBETCTBEHHO IpU OO0pabOTKE MNEPCOHAIBHBIX JAHHBIX B
HUCIIAn  HeoOXoauMo o0O0ecredyuTh CIeAYIOUIMe XapaKTepUCTHKU O€30MacHOCTH —
KOH(HUIEHIIUAIBHOCTb, JJOCTYITHOCTb.

MATPHULIA JOCTYIIA

Matpuna noctyna oTpaxkaeT mpasa Bcex rpynn cyobektoB aoctyna WCII/Ix Ha
JNEHCTBUSL C TEpPCOHAJIHBIMU JaHHbIMHU. [leficTBus (omepamuu) ¢ NEpPCOHATbHBIMU
JAHHBIMH, BKJIIOYAIOT CcOOp, CHCTEMaTH3alUIo, HAKOIUICHHE, XpaHEeHHe, YTOYHEHHE
(oOHOBJIEHHE, W3MEHEHHUE), HUCIIOJIb30BaHUE, PACIpPOCTpaHEeHHe (B TOM YHUCIE Mepeaauy),
o0e3nnunBaHue, OJOKUPOBAHNUE, YHUUTOXKEHHUE ITEPCOHATIBHBIX JaHHBIX).

[Tpu onmcaHuy MaTpHIlbl AOCTYNa MCIOIb30BAHbI CIEAYIOLUIUE OCHOBHBIE T'PYIIIbI
cyowektoB gocryna UCIIdx:

- Apmunuctpatopsl  MCII[H, ocymecTBiIsOmME HACTPOWKY M YCTAaHOBKY
texuudeckux cpeactB UCIIIn u oGecnieunBatomue ee 6ecrepeOoiinyto padoTy;

- Pazpaborunku HWCIIJIH, ocymiecTBisronme pa3paboTKy W TMOIIEPKKY IPO-
rpaMMHOTO oOecrniedeHuss COOCTBEHHON pa3pa0OTKM WM CTaHJAPTHBIX MPOTPaMM,
CHEeUaIbHO JOPAaOOTaHHBIX MO HYK/bl OPraHU3alNH;

- Omnepatopet UCII/IH, OCyIIECTBISIIONINE TEKYIIyI0 pabOTy C MEepCOHAIBLHBIMU
JAHHBIMHU:

- 3asgBUTENN NCIIH, ponuTeny (3aKOHHbIE TMpPEACTABUTENN) JAeTel
OCYLIECTBIISIFOIINE MOJauy 3asBieHus U3 «JInuHoro kabuHera» u noixydeHue MHPOpMaluu
Yyepe3 PErnOHAIbHBIN MOPTAJ FOCYJapCTBEHHBIX YCIYT, €AMHBIN IOPTal TOCY1apCTBEHHBIX
ycIyT, cailT nHpopMannoHHoi cucteMsl «E-ycmyru. ObpazoBanue».

Tunosast matpuna goctyna st MUCIIIx npencrasiena B Tabnuie 1

Tabawna 1
Tunosas posib Yposens gocryna Kk [1J1xn Paspemennsie nencTeus
AJIMHHHCTpPATOP Obnamaer noxHON coop
NCIIdn uH(pOpMaNHe 0 CUCTEMHOM U CHCTEMaTH3aLus
IPUKIATHOM IPOrPAMMHOM HaKOIJICHUE
obecneuennu UCII/H. XpaHeHue
Obnamaer noxHON YTOYHEHHE
nH(pOpMaIHEH 0 TEXHUYECKUX UICITOJIb30BAHKE
CpelICTBax U KOHPUTypauuu pacrpocTpaHeHHe
HUCIIIH. 00€3TMYNBaHKE
Hmeet noctyn Ko BceM OJIOKMpOBaHUE




TEXHUYECKUM CPEJICTBAM
00paboTku nHpOpMaLHH U
naaaeiM UCITIH.

Obnanaer npaBaMu
KOH(QUTypUpOBaHUS U
aJMUHUCTPATUBHOW HACTPOMKH
texHuueckux cpencts UCIIJIH.

YHHUYTOXKCHUC

Pazpaborunk UCII/IH

Ob6namaer uadopmarmeii 06
aIrOpUTMax U MporpaMmmax
00paboTku nH(popMaIuu Ha
NCIIH.

OO6iraaet nmpaBaMu BHECCHHS
W3MEHEHHUH B IPOrPAMMHOE
obecneuenne MUCII/In Ha
CTaJuu ee pa3paboTKH,
BHEJIPEHUS U COMTPOBOKICHHUSI.
Pacnonaraer Bceit
uHdOpMaIUii O TOTOJIOTHH
NCIIIH 1 TeXHuYeCKuX
cpencTBax 00pabOTKU U
3ammThl [1/1H,
obOpabarsiBaeMbix B UCIIJIH

CHCTEMaTHU3aIUs
OJIOKMpOBaHUE
YHUYTOXXCHHE

Omneparop UCII/Ix

O6nagaeT npaBaMu JOCTyIa K
noaMHoxecTBy [1/1H.
Pacnonaraer nadopmarnueit o
torojiorun MCIIT/Ia Ha 6a3e
JIOKaJIbHOM U (UJIN)
pacnpeneeHHON
nH(}OPMAIIMOHHON CUCTEMaM,
yepe3 KOTOPYIO0 OH
OCYIIECTBJISIET JOCTYII, U
COCTaBE TEXHUYECKUX CPECTB
NCTI/H.

coop
CHCTEMaTH3aIus
HaKOILIECHUE
XpaHCHUE
YTOYHCHHE
HCIOJIb30BaHHE
pacrpocTpaHeHHE
00e3TMYuBaHue

3assutenu WCII/n

O6nagaeT npaBaMu JOCTYyIA K
noagMHoxecTBy 11/1H.

yTOYHEHHE
UCIIOJIb30BAHNE
pacnpocTpaHeHue

YPOBEHDb UCXOHOM 3AIMIIEHHOCTH

[Tox oOmmMM ypoBHEM 3alIUIIEHHOCTH IOHUMAETCS OOOOIICHHBINH IOKa3aTelb,
3aBUCSINMA OT TEXHMYSCKMX M OSKCIUTyaTanuoHHbIX xapaktepuctuk MCIITa (Y1),
MpUBEICHHBIX B Tabsue 1.

Tabmauma 1

TGXHI/I‘IGCKI/IG )51 BKCHHyaTaIII/IOHHI)IG XapaKTepI/ICTI/IKI/I
WCTITn

YpoBEHBb 3aIUIIEHHOCTH

Beicokuii | Cpennuit

Huskui

1. ITo TeppuTOopraIbHOMY pa3MeLIEHUIO:




pacnpenenénnas UCII/H, koTopas oxBaTbIBaeT
HECKOJIbKO 00J1acTeil, KpaeB, OKPYroB UK TOCYAapCTBO
B II€JIOM;

ropoackas MCII/IH, oxBaTeiBaromas He 00jiee 0JTHOTO
HACEeJIEHHOT 0 MyHKTa (ropojia, Mocelika);

KopriopatuBHas pacnpenaeneHnas MCIIIH,
OXBaThIBAIOLIAsl MHOTHE TIOJIPA3/IeJICHUS OJJHON
OpraHu3alnu;

nokansHas (kammycHasi) UCIT[IH, pa3BepHyTas B
npejenax HeCKOIbKUX OJM3KO PacIoNoKEHHBIX
3JIaHHM;

nokanbHasg UCII/IH, pa3BepHyTas B npejesiax 0JJHOro
3/1aHMSL.

+

2. [1o HaMUYMIO COEMHEHUS C CETAIMHU OOIIErO MOJIb30BAHUS:

HCII/IH, nmeronas MHOTOTOYCYHBIN BBIXO/JI B CETh
00IIIero MOJIb30BAHNS;

HCIIIH, umeroiast 0OAHOTOYSYHBIN BBIXOJ B CETh
00IIIero MOJIL30BAHNS;

NCIIdH, duzndecku OTACICHHAS OT CETH OOIIETo
I10JIL30BaHHUS.

+

3. [To BCTpoeHHBIM (JIETaIBHBIM) OTICPAITUSM C 3aITACSIMH

0a3 nepcoH

AJIbHBIX JAaHHBIX!:

YTEHUE, ITIOUCK;

+

3aMuCh, yAaJeHUE, COPTUPOBKA;

MoaudUKaIys, Iepeaaya.

4. Ilo pasrpaHH4YCHUIO JOCTYIIA K IICPCOHAIIBHBIM JdHHBIM:

NCIIH, K KOTOpOil UMEET AOCTYN ONpPeIeICHHbBIN
nepevYeHb COTPYAHUKOB OPraHU3alINHU, SBISIOIIECHCS
BranenbieM UCIInH, mubo cyosext 11]1H;

NCIIH, K KOTOPOil UMEIOT JOCTYI BCE COTPYAHUKU
opranu3zanuu, spisitomieics suaaensiem MCIx;

NCIIIH ¢ OTKPBITBIM JOCTYIIOM.

5. Ilo Hannuuio coequHenuit ¢ npyrumu 6azamu [1/{n nabix UCI1H:

unterpupoBanHas UCII/Ix (opranuzainus UCIonb3yeT
Heckonbko 0a3 [1JJn UCITJIH, mpu 3TOM Oopranusanus
HE SIBJIIETCS BJIAJCNIbLIEM BCEX UCIOIb3YyEMbIX 0a3

[11n);

NCTIdH, B kKoTOpO# Hcmoas3yercs ogHa 6a3a [1/1H,
MPUHAICKAIIAs OpPTaHU3alMU-BIAICNIbIy JaHHON
NCITJH.

6. ITo ypoBHio (00e3nuunBanus) [1/1x:

NCIIIH B KOTOPO# NpeaoCTaBIsIEMbIE MTOJIH30BATEIIO
JAHHBIE SABIISIOTCS 00E3TMUYEHHBIMU (Ha YPOBHE
OpraHu3alliy, OTPACIH, 00IACTH, PETHOHA U T.11.);

NCTI/JIH, B KOTOpOI TaHHbBIE 00€3TMUYUBAIOTCS TOIBKO
IIpU Tiepeade B APYrue OpraHu3aliy U He 00e3IMYeHbI
[IpY NPEIOCTABJIICHUH [10JIb30BATEN0 B OpraHU3allH;




NCII/IH, B KOTOpO# Ipe0CTaBIISIEMBIE TTOJIB30BATEIIIO
JTAHHBIE HE SIBISIOTCS 00€3TMYEHHBIMH (T.€.
MPUCYTCTBYET UHGOPMAIHS, TO3BOJISIONIAL
uaeHTUGUIIpoBaTh cyonekta [1][H).

7. Ilo 06bemy I1/1H, KOTOpBIE MPENOCTABIAIOTCS CTOPOHHUM ToJib3oBarensiM UCIT/ x
0e3 npeaBapuTeIbLHON 00pabOTKU:

NCII/n, npenocrasisitomas scro b/ ¢ I1/1H; +

NCII/n, npenocransitomas yactsb [1/1H; +

NCITIH, HE pe1oCcTaBIMIONINE HUKaKOW nHGopMaluu. | +

HcxoaHas cTeneHb 3alUIIEHHOCTH OMPEIEsSeTCs CICTYIOINM 00pa3oM:

1) UCII/IH uMeeT BBICOKHMI YPOBEHD HCXOJHON 3aLIMILEHHOCTH, eciii He MeHee 70%
xapakrepuctuk  WCIIJIH  cOOTBETCTBYIOT  ypOBHIO  "BBICOKHMH"  (CyMMHUPYIOTCS
MOJIOXKUTETFHBIE PEIIEHUs 10 MEPBOMY CTOJOIY, COOTBETCTBYIOIIEMY BBHICOKOMY YPOBHIO
3aIUIIEHHOCTH), a OCTaJbHbIE — CPEIHEMY YPOBHIO 3aIUIIEHHOCTU (TOJOXKUTEIbHbIE
petieHus mo BTopoMy croioiy) (Y= 0).

2) UCII[In uMeeT CpeaHuii ypOBEHb HMCXOJHOM 3alUIIEHHOCTH, €CIIH HE
BBIMIOJIHSIOTCS  ycnoBUsl 1o TNyHKTY | m He wmenee 70% xapaxrtepuctuk WCII(H
COOTBETCTBYIOT YPOBHIO He HIDKE "cpeqHuit" (0epeTcst OTHOIIEHNE CYyMMBI MOJIOKUTEIbHBIC
pELIeHU TI0 BTOPOMY CTOJIOIY, COOTBETCTBYIOLIEMY CPEIHEMY YPOBHIO 3aIMIEHHOCTH, K
00IIIeMy KOJMYECTBY PEIICHHUH ), a OCTAIBbHBIC - HU3KOMY YPOBHIO 3aIuimeHHOCTH (Y 1= 5).

3) NCII[IlH wumeeT HHU3KYI0 CTENEHb HCXOJAHOM 3alMIIEHHOCTH, €CJIM He
BBINIOJIHACTCS ycioBus 1o myHktaM 1 u 2 (Y11= 10).

TexHnuecKkre U dKCIUTyaTallMOHHBIE XapAKTEPUCTUKHU NCIIan
[To TeppuTopraibHOMY pa3MEIICHUIO CpeIHUiA
[To HamMuuIo coeqMHEHUS C CETSIMU OOIIETO MOJIH30BAHUS cpeuit
[To BcTpoeHHBIM (JIeTaIbHBIM) OTEPAIMAM C 3aMUCSIMHU 06a3 TEPCOHATBHBIX .
HU3KUAN
JAHHBIX
[To pa3rpaHr4eHHIO JOCTYIA K NEPCOHATBHBIM JaHHBIM cpennuit
[To nanuuuto coenuuenuit ¢ apyrumu 6a3zamu [1/1x nasix UCIIx BBICOKHi
I[To ypoBHio (06e3nmuuBanust) [1/]xn cpeaii
[To o6bemy I1/1H, KOTOpBIE IPEIOCTABIISIOTCSI CTOPOHHUM T0JIH30BATENISIM F—
NCTI1n 6e3 nmpeaBapuTeabHO 00pabOTKH p
YPpOBEHB 3AMIIEHHOCTH CpeaHui
3Hauenue Y1 5

BEPOATHOCTDB PEA/IMZALIUUA YI'PO3 BE3OITACHOCTHU
KIIACCUOUKAIIUSA YI'PO3 BE3OITACHOCTH

CoctaB u conepxanue YBII/IH onpenensercss COBOKYITHOCTbIO YCIOBUH U (paKTOPOB,
CO3JAIOIIHX OIIACHOCTh HECAHKLIIMOHUPOBAHHOI'O, B TOM YHCJIE CIyd4alHoro, nocryna K [/

obpabateiBaeMbiM B UCIT/IH.
OcnoBHbIMU 351eMeHTamMu UCIT/{H aBasitoTCs:
- IepCOHANIbHBIC TaHHKIe, 00padaTriBaembie B UCII/IH;




- HTH(OPMAIIMOHHBIE TEXHOJIOTUH, KaK COBOKYITHOCTh MTPHUEMOB, CIIOCOOOB U METOJIOB
NPUMEHEHUSI CPEACTB BBIUMCIUTENbHON TEXHUKH ITpH 00padoTke [1/1H;

- texuunueckue cpencrsa MCII[In, ocymectBistomue obpadotky IIIn (cpencrsa
BbruucauTeNbHON TeXHUKH (CBT), nHpOpMallMOHHO-BBIYUCIUTEIbHBIE KOMIUIEKCHI U CETH,
CpelICTBa U CUCTEMBI Iiepeiayu, npueMa u oopadotku [1/1H;

- IpOrpaMMHBIE CPEJCTBA (OMEpallMOHHbIE CUCTEMBI, CUCTEMBI YIIPaBJICHUs Oa3aMu
JAHHBIX U T.IL.);

- cpenctsa 3amuThl nHGopmanuu (C3K1), Bkmrouas CK3U;

- BCIIOMOTaTeJbHbIE TEXHUYECKUE CPEJICTBA U CHUCTEMBbI (TEXHHYECKHE CpPEeJCTBA U
CUCTEMBI, WX KOMMYHHUKAallUM, HE€ MpeAHa3HadeHHble i1 oOpabotku II/[H, HO
pa3MelleHHbIe B MOMENIEHMX, B KOTopbix pacnonoxeHsl MCII/IH, Takue kak cpenctsa
BBIYMCIIMUTEIIBHOW TEXHHUKHU, CPEACTBA U CUCTEMbl OXPAHHOM M MOKAPHOM CHUTHAIU3ALINH,
CpPElICTBa M CHCTEMbl KOHJIWLMOHUPOBAHHUSA, CPEJICTBA JJIEKTPOHHOW OPITEXHUKH U T.II.)
(manee - BTCC);

- nokymeHTauus Ha CK3UM u Ha TeXHUYECKHE U NPOrPaMMHBIE KOMIIOHEHTBI
NCII/H;

- KJII04YeBas, ayTeHTU(GUIupyoIias u napojabHast HHGOpMaIus;

- IOMEIICHHUS], B KOTOPBIX HaXOATCA 3allUIIAEMbIE PECYPCHI.

Bosmoxnoctu uctounukoB YBIIJIH 00ycioBIeHB COBOKYMHOCTBHIO METOAOB U
Croco0OB HECAHKIIMOHWPOBAHHOIO W (Miu) ciaydaiHoro nocrtyna k IIJIH, B pe3ynbrare
KOTOPOT0 BO3MOKHO HapylleHHEe KOH(PUACHIMAIBHOCTH (KOIHMPOBaHUE, HENPABOMEPHOE
pacrpoCTpaHEHHE), LEJIOCTHOCTH  (YHHUYTOXXEHHE, W3MEHEHHE) M  JIOCTYIHOCTH
(6moxupoBanue) I1/]H.

VYrpoza OeszomacHoctu IIJIH peanmusyercs B pe3yiabTare o00pa3oBaHMs KaHaja
peanu3anuu YBII[IH Mexay MCTOYHMKOM yrpo3bl U HocuteneM (ucrtounukom) I1J[H, uTo
co31aeT He00X0IUMBbIE YCIIOBUS TUISt HapyILIECHUs 0€30MacHOCTH [ du
(HECaHKIIMOHUPOBAHHBIN WU CITyYalHBIN TOCTYII).

OCHOBHBIMH 3JIeMeHTaMH KaHana peanu3anuu Y bBII/{H aBastoTcs:

- uctounuk YBIIJ/IH — cyObekT, MmaTepuanbHblii 00BEKT WM (PU3NYECKOE SIBIICHUE,
cozpatonue YBbII/H;

- cpeaa (mytb) pacnpoctpanenus I/l wnu Bo3melcTBHIA, B KOTOPOH (uznyeckoe
MoJIe, CUTHAJ, JaHHbIE WJIM MPOrpaMMbl MOTYT PacHpOCTPaHATHCS U BO3JEHCTBOBATh Ha
3aIuIaeMble CBOKWCTBA (KOH(PUICHIIMAILHOCTD, IIEJI0OCTHOCTD, TOCTYITHOCTH) [1/1H;

- Hocutenb [IJIlH — ¢dusmyeckoe AUIO WM MaTepHalbHbI OOBEKT, B TOM 4YHCIIE
dbusndeckoe mnoine, B kotopoMm [1/[H HaXOoIUT cBOE OTpakeHUE B BHJE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHUYECKUX PEIIEHWA U TMPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHUK
(bu3MUECKUX BEIUYHH.

Uctounukamu yrpoz HCJI B UCIIIH MOryT OBITH:

- HAPYIIUTENb;

- HOCUTEIIb BPEJOHOCHOM MTPOrPaMMBl.

KJIACCU®UKAIIUS HAPYIIUTEJIENA

ITo npuznaky npunaanexHoctu k UCII/IH Bce HapymuTenu IeisTcs Ha 1B TPYIIIbL:

- BHEIIHME HApYIIUTENHN — (U3NYECKUE JINIA, HE UMEIOIINe paBa mpeObIBa-HUs Ha
TEPPUTOPUU KOHTPOJUPYEMON 30HBI, B Ipejesax KOTOpPOH pa3Meniaercs o0OpyroBaHHE
NCTIH;

- BHYTPEHHHE HapyIIHUTEIH — (GU3NYECKHE JUIla, UMEIOIINE MPaBo MpeObIBa-HUS Ha
TEPPUTOPUM KOHTPOJUPYEMON 30HBI, B Ipejesnax KOTOpoW pa3Meniaercs o0OpyaoBaHHE
NCITAn.



BHEIIIHUHA HAPYIIUTEJb

B kauectBe  BHEmHEro Hapymurens — HMHMOPMALMOHHON  0E301acHOCTH,
paccMaTpuBaeTCAd HapyILIUTENNb, KOTOPbII HE HMEET HENOCPEACTBEHHOIO JOCTyla K
TEXHHUYECKHMM CpEICTBAaM U pecypcaM CHUCTEMBbl, HaxoIAIIMMCA B  Ipeaenax
KOHTPOJIMPYEMOU 30HBI.

[Ipenmonaraercsi, 4TO BHEIIHUM HApyLIUTENIb HE MOXKET BO3JEHCTBOBaTh Ha
3aIUIIAEMYI0 HMH(POpPMALMI0O MO TEXHUYECKMM KaHajlaM YTEYKH, TaK Kak oObeM
uH(popmanuy, xpaHumol u obpabateiBaemord B MCII/IH, siBIsieTCs HENOCTATOYHBIM IS
BO3MOXXHOW MOTMBAallMM BHEIIHErO0 HApYyWIUTENsl K  OCYIIECTBICHUIO  JIEHCTBUH,
HAIPABJICHHBIX YTEUKY UH()OpPMAIMH 110 TEXHUYECKUM KaHaJlaM YTEUKH.

[Ipeanomaraercs, 4YTO BHEIIHWKM HAPYIIMTENb MOXET BO3JIECHCTBOBAaThH Ha
3alUIAeMYI0 HH(OPMAIUIO TOJIBKO BO BpEMs €€ Mepeiadr 1o KaHajlaM CBSI3U.

BHYTPEHHUI HAPYIIIUTEJIb

Bo3MOXHOCTH BHYTPEHHErO0 HApYUIUTENsS CYIIECTBEHHBIM 0O0pa3oM 3aBUCST OT
JNEUCTBYIOIIMX B IMpejAesiax KOHTPOJIUPYEMOW 30HbI OrPAHUYUTEIBHBIX (DAKTOPOB, U3
KOTOPBIX OCHOBHBIM SIBJIIETCS PEAIN3alnsl KOMIUIEKCA OPraHU3allMOHHO-TEXHUYECKUX MEp,
B TOM YHCJIE MO MOAOOPY, PACCTAaHOBKE M OOECIEUYEHHUIO BBICOKOW MpodeccruoHanbHON
MOJTOTOBKH KAaJApOB, JOMYCKY (U3WYECKUX JIUIl BHYTPb KOHTPOJIUPYEMOH 30HBI U
KOHTPOJIO 32 MOPSJKOM IPOBEACHHUS padOT, HANpPABIECHHBIX Ha MpPEJOTBpallleHHE U
IIpECEYCHUE HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

Cucrema pasrpannuenus noctyna HCII[H oOecrieunBaeT pasrpaHuyeHHE TIPaB
M0JIb30BaTeNel Ha JOCTYN K MH(POPMAIMOHHBIM, MPOrPAMMHBIM, allapaTHbIM U JIPyTUM
pecypcam MCII/IH B COOTBETCTBMM C MPUHATON MONUTUKOM WHGOPMALIMOHHOM
6e3onacHocTH (mpaBuiaamu). K BHyTpeHHUM HapyIIMTEISIM MOT'YT OTHOCUTBCSI:

- aqrmuaucTparop 6a3sl ganabx MCIIH (kateropus 1);

- agrmuHucTpartopsl onepatopa UCII/In (kateropus 11);

- cotpynuuku onepatop UCITAn (kateropus I1I);

- 3asButenu UCII/Iu (kareropus IV);

- Jnuua, oO0najarliye BO3MOXHOCTBIO JIOCTYNa K CHCTEME IMepeAauyd JaHHBIX
(xateropus V);

- COTPYIHHMKH, HUMEIOUINE CAHKIMOHHWPOBAHHBIM IOCTYN B CIYKEOHBIX LENIAX B
MOMEIIICHUS, B KOTOPBIX pazMetiatorcs aneMeHTsl MCII/{H, HO He uMerolre npasa J0cTyma
K HUM (kateropus VI);

- 00CITy>KMBAIOUIH IepcoHan (oxpaHa, pabOTHUKH HHKEHEPHO—TEXHUUYECKUX CITYKO
u T.1.) (kareropus VII);

- YIOJHOMOYEHHBIN mnepcoHan pa3pabotunkoB MCIIJIH, KOTOpbI Ha OTOBOPHOM
OCHOBE HMMEET MpaBO Ha TEXHUYECKOEe OOCIy)XMBaHHE U MOJIU(DUKAIMNIO KOMIIOHEHTOB
NCIIdn (xateropus VIII).

Ha muu xareropuii I m Il BO3mokeHBI 3a7auM MO aIMHHUCTPUPOBAHUIO MPO-
rpaMMHO-anmapaTHeix cpeActB U 0a3 naHHbix WCIIH nns uHTerpanuu u obecrieueHus
B3aUMOJCICTBUS PA3IMUHBIX MoAcucTeM, Bxoasmux B coctaB UCII/IH. AIMUHUCTpATOPHI
IIOTECHIMAJIBHO MOTYT peanu3oBbiBaTh yrpossl Mb, wucnons3ys BO3MOXKHOCTH IO
HETMOCPEJACTBEHHOMY JOCTYITY K 3anuiiaeMoi nHpopmauu, oopadbaTsiBacMOil 1 XpaHUMOM
B CII/IH, a Takxe K TeXHu4eCKUM U nporpaMMHbIM cpeacteam MCII/IH B COOTBETCTBUH C
YCTAHOBJIEHHBIMHM ISl HUX aJMUHUCTPAaTUBHBIMU TIOJTHOMOYUSIMHU.



OTn Mma XOpOIIO 3HAKOMBI C OCHOBHBIMH QJITOPUTMaMH, IIPOTOKOJIAMH,
peanu3yeMbIMU M HCIOJIB3yeMbIMU B KOHKpeTHbIX noxcucremax m MCII/IH B nenom, a
TaK)Ke€ C MPUMEHAEMbIMU IPUHIMIIAMHA U KOHLEMUUAMU O€30aCHOCTH.

[Ipennonaraercsi, 4T0 OHM MOTJM OBl MCHOJB30BaTh CTAaHAAPTHOE O0OpYIOBaHUE
0o ans uAeHTU(UKALUMU ys3BUMOCTeH, naubo ans peanusauuu yrpo3 Mb. JlanHoe
000pyZ0BaHHE MOXKET OBbITh KaK YacTbO IITATHBIX CPEACTB, TAK M MOXKET OTHOCHUTHCS K
JErKo Mojy4dyaeMoMmy (Hampumep, MpOrpaMMHOE OOECledYeHHE, TOJYyYEHHOE U3
0O0IIETOCTYIHBIX BHEIIHUX UCTOUHUKOB).

Kpome Toro, mnpeamomaraercs, 4YTO OTH JHIAa MOIJM OBl pacronaraTh
CHEUAIU3UPOBAHHBIM 000PY/I0BaHUEM.

K munam kareropuii 1 m II BBUny ux uckmountensHoil ponu B UCIIIH nomxen
IPUMEHATHCSI KOMIUIEKC OCOOBIX OpraHU3allMOHHO-PEXKHMMHBIX Mep I0 HuX mnoadopy,
OPUHATHIO Ha padoTy, HA3HAYEHUI0 Ha JODKHOCTh M KOHTPOJIIO BBIIOJHEHUS
¢yHKIMOHANBHBIX oOs3aHHOCTel. [Ipennonaraercs, uyro B yucio juy kareropuid I m 11
OyZayT BKJIIOUATHCS TOJIBKO JOBEPEHHBIE JIUIA U TO3TOMY YKa3aHHBIE JIMIA UCKIIOYAOTCS U3
YKCJIa BEPOATHBIX HAPYIIUTENEH.

[Ipennonaraercs, uyro muna kareropuit III-VIII oTHOCATCS K BEPOSITHBIM
HApYyLINATEISAM.

[Ipennomnaraercsi, 4YTO BO3MOYKHOCTh CrOBOpPa BHYTPEHHUX  HapyLIUTeNeH
MaJIOBEPOSTHA BBUY IPUHATHIX OPTAaHU3ALUOHHBIX U KOHTPOJIUPYIOIINX MEP.

NPEJANOJIOKEHUS OF UMEIOILIENVCS Y HAPYIIUTEJSS UH®OPMAILIUU
Ob OBBEKTAX PEA/IMBAIIUU YI'OPO3

B kauecTBe OCHOBHBIX ypoBHel 3HaHUi HapymmTeneid 06 MCIIIH MOXHO BBIAECIUTD
CIIeIyIOLIHE:

- 0bwasn ungopmayus — UHPOPMAIIMM O HA3HAUCHMUS] U OOIIUX XapaKTEPUCTHKAX
NCTIH;

- OKCNLyamayuoHuas  ungopmayus  —  uHPOpMalUsA,  TOJYYCHHAs W3
AKCIUTYaTallMOHHOW IOKYMEHTALINY;
- YYBCMEUMENbHAS ungopmayus — uH(popMaIus, JOTIOJIHSAOIIAs

sKcIUTyaTanmonnyto uHpopmaiuio o6 HCII[In (Hanpumep, CBeIeHUS U3 MPOSKTHOM
nokymentanuu UCIT/IH).

B gacTtHOCTH, HApYyIIHUTEIb MOXKET UMETh:

- JaHHble 00 OpraHu3aluu padoThl, CTPYKTYpPE M MCHOIb3YEMBIX TEXHHYECKHX,
IIPOrpaMMHBIX U porpaMmMHoO-TexHHueckux cpencrsax MCII/IH;

- cBefieHus1 00 nHpopMannoHHbIX pecypcax MCII/IH: nmopsiiok u npaBuiia co3aaHus,
XpaHeHHs U niepeadn HHPOpMaIMK, CTPYKTYpa U CBOMCTBAa MH(POPMAIIMOHHBIX TIOTOKOB;

- JaHHble 00 ySI3BUMOCTAX, BKJIIOYas JaHHbIE O HEJOKYMEHTHPOBAHHBIX
(HeeKJIapUpPOBAaHHBIX) BO3MOXKHOCTSIX TEXHMUYECKHUX, IPOTPAaMMHBIX M MPOTrpaMMHO-
texHuyeckux cpeacts UCII/x;

- naHHble 0 peanu3oBaHHbIX B [IC3W npuHIMIAX U alropuT™Max;

- UCXOJHBIE TeKCTHI MporpaMMHoro odecneuenuss MCII1/1x;

- CBEJICHMS O BO3MOXHBIX KaHAJIaX peaau3aluu yrpos;

- nH(pOopMaIHIO O crToco0ax peanu3aluu yrpos.

[Ipeanonaraercs, yro nuna kateropuu IlI u xareropum IV BnageroT TonbkO
AKCIUTYaTallMOHHON MH(pOpManneH, 4To odecreynBaeTcs opraHu3aoHHbIMUA Mepamu. [1pu
3TOM Jmna kareropu [V He BiIafeloT MaposibHOW, ayTeHTH(QHIMPYIOMEH M KII0YeBOU
uHpopmanuei, ucrnonbzyemoit B UCII/IH, K KOTOpPbIM OHM HE UMEIOT CAHKIIMOHUPOBAHHOTO
JOCTYTIA.



[Ipenmnonaraercsi, 4ro Jnuna Kareropud V BIagel0T B TOW MM HWHOM 4acTu
YyBCTBUTENHLHOM U AKCILTyaTallMOHHOW MH(pOpMalMel 0 cucteMe nepeaadn nadopmanuu u
obmeit nnpopmanueit 06 MUCII/IH, ncnonp3yrommx 3Ty CUCTEMY Iepenadu MHpopmarum,
YTO O00€EClEeUnBaeTCs OpraHuM3allMOHHBIMM Mepamu. [Ipm 3TOoM numa xateropum V He
BIIAJICIOT MMApOJIbHOM M ayTeHTUuGuImpyroiiei nadopmarmeit, ucrnoiaszyemoi B UCITJH.

[Tpennonaraercs, uro nuua kateropun VI u nmuua kareropun VIl no ypoBHio 3HaHuit
HE MPEBOCXOJAT JIMLA KaTeropuu V.

[Ipeanonaraercsa, uro muna kareropud VIl o0mamaroT  9yBCTBUTEIBHOMN
unpopmanuer o6 HCIIn, Briatroyas uHOpMaIuioo 00 YSI3BUMOCTAX TEXHMYECKUX U
nporpaMmMmHbIX  cpeactB  MCII[H. OpraHu3anuoHHBIMA — MeEpaMH  IpeArojaraercs
UCKIIIOYUTh JocTyn jul kareropuun VIl K TeXxHHMYECKMM M MpOrpaMMHBIM CpPEICTBaM
UCIIlH B MOMEHT 00pabOTKH C HWCIOJB30BAHUEM JSTHX CPEACTB 3alllUIAaeMOU
MH(pOpPMaLINH.

Takum oOpazoMm, Hauboznee uH@opmupoBaHHbiMU 00 WCII[IH sBmstoTcs nuua
kareropud |1 u muma xareropun VIII.

Crenenbs WHGOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCUT OT MHOTHX (DaKTOpoOB,
BKJIIOYAsl OPraHU3allMOHHBIE MEPbl U KOMIETEHINIO HapymuTenei. [loatomy o0beKTUBHO
OLICHUTh OOBEM 3HAHUI BEPOSTHOIO HApPyIIUTENs B OOLIEM ciy4yae MpPaKTUYECKU
HEBO3MOJKHO.

B cBsI3u ¢ U3NMOKEHHBIM, C LEIbIO CO3JaHMsS OINpPEAENIEHHOTO 3amaca MpOYHOCTU
NpEeNIoNaraeTcsi, 4YTO BEpOSITHbIE HapylmuTenw o0najnaloT Bced  uHpopmalmei,
HEOOXOMMOM Il TOJATOTOBKA W peaju3alldd yrpo3, 3a HCKIIOYEeHHEM WH(GOpMAINH,
JOCTYII K KOTOPOMl €O CTOPOHBI HAapyIIMTENsd MCKIIOYAETCS CHUCTEMOW 3allUThI
uHpopmaumu. K Takoil  mHdopmammu,  Hampumep,  OTHOCHUTCS  MapoJibHasi,
ayTeHTUUIHUPYIOIIAs U KiIroueBas nHGopMaIusi.

MNPEAIIOJIOXKEHUSA OBb HWMEIOIIUXCA Y HAPYHIUTEJA CPEACTB
PEAJIM3AIINUA YI'PO3

[Ipennosaraercs, 4T0 HAPYLIUTENIb UMEET:

- anmmapatHble KoMmoHeHTsl C3I1/In u CO C3I1/H;

- JIOCTyNHbIE B CBOOOJHON MpoJake TEXHUYECKHE CPEeICTBa U IMPOTrPaMMHOE
o0OecrieuyeHue;

- ClIeMajIbHO pa3paboTaHHbIe TEXHUYECKUE CPEJICTBA U MPOTPaMMHOE O0ECTIeUeHHUE.

BHyTpeHHNI HapyIIUTENb MOKET UCIIOIb30BaTh IITATHBIE CPECTBA.

CocTaB HMEIOIINXCS Y HAPYIINUTENS CPEACTB, KOTOPHIE OH MOKET MCIOIb30BaTh JUIS
peanusauuu yrpo3 Mb, a Taxke BO3MOXHOCTU 10 MX NPUMEHEHUIO 3aBUCAT OT MHOTHX
dbakTopoB, BKIIOUas peann3oBaHHbie Ha 00bekTax JIIIY koHKpeTHbIE OpraHH3alMOHHBIE
Mepbl, (UHAHCOBBIE BO3MOYKHOCTH W KOMIIETEHIMIO HapymmTene. [loaTomy o0BeKTHBHO
OLIGHUTh COCTaB UMEIOIIMXCS y HAPYIIMTENs CPEACTB pealin3allii yrpo3 B OOIEM cirydae
MIPaKTUYECKU HEBO3MOKHO.

[Tostomy, mnst co3manust ycroumBor C3II/IH mpenmonaraercsi, 4To BEpPOATHBIN
HApYyIIUTENIb UMEET BCE HEOOXOMUMBIC IS pealu3aluyd yrpo3 CPeACTBa, BO3MOXKHOCTU
KOTOPBIX HE IPEBOCXOAAT BO3MOYKHOCTH AaHAJIOTMYHBIX CPEACTB peaau3aluu yrpo3 Ha
UH(POPMALINIO, COAEPIKAIIYI0 CBEICHHUS, COCTABISIONIME TOCYIAapCTBEHHYIO TallHy, U
TEXHUYECKHE U MPOTpaMMHBIE CPEACTBA, 00padaTHIBAIOIINE 3Ty WH(OPMAIHIO.

Bwmecte ¢ Tem npeanonaraeTcs, 4T0 HapyInUTeIb HE UMEET:

- CPEICTB IepexBaTa B TEXHUYECKUX KaHaJlaX yYTECUKH;

- CpeICTB BO3JCIHCTBUS uepe3 CHUrHajbHble I1end (MH(OpPMAIMOHHBIE U
yTIpaBJisiomye HHTepench TEXHUIECKUX cpeAcTB Bxoasammx B coctaB MCIIn);



- CpPEJICTB BO3JCUCTBUS HA UICTOYHUKH U YEPE3 LIENU MUTaHUS;

- CPEJICTB BO3JEHUCTBUSA Uepe3 LECMH 3a3EMJIICHHUS;

- CPE/CTB aKTUBHOI'O BO3/ECHCTBHUS HA TEXHUUECKUE CPEJCTBA (CPEACTB O0IyUEHNUS).

[Ipeanonaraercs, 4ro HaubOOJIEE COBEPIICHHBIMU CPEICTBAMHU peai3alluu Yrpo3
obnanarot nuna kareropuu I u numa xareropuun VIII.

KJACCUO®UKALMA YA3BUMOCTE UCTI/In

Vs3sumocts MCII[IH — Hemoctatok wuiau cinaboe MECTO B CHCTEMHOM WM
IIPUKIIATHOM IIPOrPaMMHOM (mporpaMMHO-anmapaTHOM) oOecrieyeHun
aBTOMATH3UPOBAHHON HMH(MOPMAIMOHHOM CHCTEMBI, KOTOPOE MOXKET OBITh HCIOJIb30BAHO
JUTSI peain3aliii yrpo3bl 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIM.

[IpuurHaMU BOSHUKHOBEHUS YSI3BUMOCTEH SIBISIOTCS:

- OmMOKM MNpU MPOEKTUPOBAHUU U pPa3pabOTKe MNPOrpaMMHOro (IMporpamMMHO-
anmnapaTHOro) 00ecTeueHus;

- IpeIHAMEPEHHBIE ICICTBUA IO BHECEHHIO YA3BUMOCTEU B X0/1€ IPOCKTUPOBAHUS U
pa3paboTKU MPOTPaMMHOTO (MMPOTPaMMHO-ANIapPaTHOT0) 00ECIICUEHNS,

- HENpaBWIbHBIE HACTPOMKH MPOTrPaMMHOrO OOECIEYEHHUs, HEIPaBOMEPHOE
U3MEHEHHE PEXKUMOB PaOOTHI YCTPONUCTB U MPOrpaMM;

- HECAaHKIIMOHUPOBAHHOE BHEIPEHHUE U MCIOJIb30BaHWE HEYUYTEHHBIX MPOrpaMM C
NOCIEAYIOIUM HEOOOCHOBAHHBIM PacX0J0BAHUEM PECYPCOB (3arpyska mnpoieccopa, 3axBaT
ONEPATUBHOI NMaMATH U MaMITH Ha BHEIIHUX HOCUTEISIX);

- BHEJIPEHUE BPEIOHOCHBIX MPOrPaMM, CO3JAIOIINX YSA3BUMOCTU B MPOTPAMMHOM M
IPOrpaMMHO-aNNapaTHOM 00ecreYeHNH;

- HECAaHKIIUOHMPOBAHHBIE HEYMBIIIJIEHHBIE IEWCTBUS MOJIb30BaTENEH, MPUBOISAIINE K
BO3HUKHOBEHHIO YSI3BUMOCTEN;

- cbou B paboTe anmapaTHOTO U MPOrpaMMHOI0 oOecrieueHusl (BbI3BaHHBIE COOSIMU B
AIIEKTPONUTAHUH, BBIXOJOM M3 CTpPOS almapaTHbIX JIEMEHTOB B pe3ylbTaTe CTapeHUs U
CHIDKEHHUSI  HAJEKHOCTH, BHEUIHUMH BO3JECUCTBUSIMU  DJIEKTPOMArHUTHBIX  TOJIEH
TEXHUYECKHUX YCTPOUCTB U JIp.).

PasnuyatoT crienyroniye rpymibl OCHOBHBIX YSI3BUMOCTEH:

- YA3BUMOCTH CHCTEMHOTr'0 NMPOTrPaMMHOT0 oOecredeHus (B TOM YHUCIe MPOTOKOJIOB
CETEBOI0 B3aUMO/JICUCTBUS);

- YSI3BUMOCTH NPHUKIAJHOTO MPOrpaMMHOTO oOecredeHusi (B TOM YHUCIe CPEACTB
3aIMThl UHPOPMAIUH).

MEPEYEHL BO3MOJKHBIX YI'PO3 BE3OMNACHOCTH NEPCOHAJBHBIX
JTAHHBIX

Jnst UCIIIH MOKHO BBIAEIUTH CIETYIOIINUE YTPO3bI:

1. Yrpo3bl OT yTeUKH MO TEXHUUYECKUM KaHajaM.

1.1. Yrpo3sl yTeuku akycTu4eckoi nHpopmaiuu.

1.2. Yrpo3sl yTeuKu BUAOBOM HH(OPMAITUH.

1.3. Yrpo3s! yreuku napopmanuu no kanairam [I9MUH.

2. Yrpo3bl HECAHKITUOHUPOBAHHOTO JI0CTYIa K UHPOpMAIUH.

2.1. VYrpo3sl yHMuTOXEHMs, xuieHus amnmnapaTtHblx cpencts MCII/IH Hocuteneit
uHpopMmamu myreM ¢puzndeckoro gocrymna K anementam MCII/IH.

2.1.1. Kpaxa Ttexnuueckux cpeactB Bxoasmux B coctaB UCIIH;

2.1.2. Kpaxa HocuTeneit uHpopmanuu;

2.1.3. Kpaxa xnrodeil 1 aTpuOyTOB 1OCTYIIa;



2.1.4. Kpaxu, monudukamnuu, yHUUTOXKEHUSI HHPOpMaIuu;

2.1.5. BbIBoJ U3 CTpOsA Y3JIOB TEXHUUYECKUX CpeAcTB BXoasdmmx B coctaB MCII/H,
KaHaJIOB CBS3H;

2.1.6. HecaHKIIMOHMPOBAHHOE OTKJIFOUYEHUE CPEJICTB 3ALUTHI.

2.2. Yrpo3bl XHIIEHUS, HECAaHKIIMOHUPOBAHHOW MOAM(HUKAIUU WIH OJOKHUPOBAHUS
uHpopmanuu 3a cyeT HecaHkiumoHupoBaHHoro goctyna (HCJI) ¢ npumeneHuem
MpOrpaMMHO-aNMapaTHbIX W TPOrPpaMMHBIX CpPEACTB (B TOM 4YHUCJIE MPOrpaMMHO-
MaTeMaTHYEeCKUX BO3JCHCTBHI).

2.2.1. [leticTBuS BpEJOHOCHBIX IIPOrpamMM (BUPYCOB);

2.2.2. HepexnapupoBaHubie BO3MOXHOCTH cuctemHoro 110 u IO mis oOpabotku
MEePCOHABHBIX JaHHBIX;

2.2.3. YcranoBka [10 He CBSI3aHHOTO C UCTIIOJIHEHUEM CITYKEOHBIX 00S3aHHOCTEH.

2.3. Yrpo3sl HE MNOpEeAHAMEPECHHBIX JECUCTBHM TNOJB30BATENEd W HAPYLICHHM
oe3onacHoctu pynkunonupoBanus UCIIAu u C3II[dH B ee coctaBe u3-3a cOOEB B
MPOrpaMMHOM OOECIIEUEHHUH, a TAKKE OT YIpo3 HEAHTPOMOreHHOTo (cO0eB ammapaTypsl U3-
32 HEHAJIeKHOCTH JJIEMEHTOB, COOEB AJIEKTPOIUTAHUSI) U CTUXUHHOTO (yIapoB MOJIHUM,
M0>KapoB, HABOJTHEHUM U T.I1.) XapakTepa.

2.3.1. Y1para kiro4eit 1 aTpuOyTOB JOCTYIIA;

2.3.2. HempegnamepenHas  moaudukanus  (YHHYTOKEHHE)  HHGOpPMAIUU
COTPYIHUKAMU;

2.3.3. HenpennaMepeHHOE OTKIIOUEHUE CPEJCTB 3AILUTHI;

2.3.4. Beixoq u3 cTposi annapaTHO-MPOrPAMMHBIX CPEICTB;

2.3.5. COoii cucTeMbl 2JIEKTPOCHAOKEHUS;

2.3.6. CtuxuitHoe OeicTBHE.

2.4. Yrpo3sl IpeAHAMEPEHHBIX IEHCTBUI BHYTPEHHUX HAPYLIUTEICH.

2.4.1. locryn k uHGopManuu, Moau(uKaIus, yHUYTOKEHUE JIUIl HE JOMYIICHHBIX K
ee o0paboTKe;

2.4.2. Pazrnamenue uHOpManuu, MOAU(PHUKALUSA, YHUUTOXKEHUE COTPYIHHKAMHU,
JIOTTYIICHHBIMU K €€ 00paboTke.

2.5. Yrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA [0 KaHAJIaM CBSI3H.

2.5.1. Yrpo3a «AHnanu3s ceteBoro Tpadukay ¢ nepexsaroM nepeaaaemoit uz UCIIIn
¥ IPUHUMAEMOM M3 BHEITHUX CeTel MH(MOpMaIIUHN:

2.5.1.1. IlepexsBar 3a nepeneaaMu ¢ KOHTPOJIUPYEMOM 30HBI;

2.5.1.2. IlepexBar B npeaenax KOHTPOJIMPYEMON 30HbI BHEIIHUMH HAPYLIUTEISIMU;

2.5.1.3. TlepexBaT B mpeaenax KOHTPOJIUPYEMOM  30HbI  BHYTPEHHUMU
HapYILIUTEISMH.

2.5.2. VYrpo3bl CKaHUpPOBaHWs, HAIMPABJICHHbIE HA BBISBIICHHE TUINA WA THUIIOB
UCIIOJIb3YEMBIX OINEPAlMOHHBIX CHCTEM, CETeBBIX ajapecoB paboumx cranumii MCII/IH,
TOMOJIOTMH CETH, OTKPBITHIX MIOPTOB U CIIYkKO, OTKPBITBIX COCTUHEHUM U JIp.

2.5.3. Yrpo3bl BBIABICHUS [TApOJIEH 110 CETH.

2.5.4. Yrpo3bl HaBsI3bIBAHUE JIOXKHOTO MAPIIPyTa CETH.

2.5.5. Yrpo3bl NOJMEHBI JOBEPEHHOTO 0OBEKTA B CETH.

2.5.6. Yrpo3sl BHenpeHus JoxxkHoro oobekta kak B MCII/IH, Tak ¥ BO BHELIHUX
CeTsX.

2.5.7. Yrpo3ssl Tuna «OTKa3 B 00CTyKHBAaHUN.

2.5.8. Yrpo3bl yAaJIEHHOT'O 3aIlyCKa MPUIIOKEHU.

2.5.9. Yrpo3sl BHEIpEHUS IO CETU BPELOHOCHBIX MPOTPaMM.



ONPEJAEJEHUE BEPOSATHOCTHU PEAJIMZALNU YT'OPO3 BE3OITACHOCTH
INNEPCOHAJIBHBIX JTAHHBIX

[Tox BEpOATHOCTHIO pean3allid YIpo3bl MOHUMAETCS OMNpPEEIsieMblid IKCIIEPTHBIM
nyTeM I[OoKa3aTelb, XapaKTEepPU3YIOUINil, HACKOJbKO BEPOATHBIM SBISETCS pealu3alus
KOHKpeTHOU yrpo3sl Oe3onacHocTu [1/In mns UCIIAH B cKiIaabIBarOIIUXCsl YCIOBHUSIX
00CTaHOBKH.

Uucnosoit kodpdumuent (Y2) IIsl OUEHKH BEPOSITHOCTH BO3HUKHOBEHHS YIPO3BI
omnpezensercs 1no 4 BepOaJbHBIM TpaJalisiM 3TOr0 MOKa3aTes:

- MAJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIE MPEANOCHUIKU JIJISi OCYIIECTBIICHUS
yrpo3sr (Y2 = 0);

- HU3Kasi BEPOSAATHOCTb - OOBEKTUBHBIC MPEANOCHUIKH I pPEaTu3alud yrpo3bl
CYIIECTBYIOT, HO MPHHSATHIC MEPHI CYIIIECTBCHHO 3aTPYAHSIOT ee peanu3aimio (Y2 = 2);

- CpeHsIsl BEPOSITHOCTb - OOBEKTHBHBIC MPEANOCHUIKU ISl peanu3aluud yrpo3bl
CYILIECTBYIOT, HO MPUHSTHIE Mepbl obecrieueHus 6e3onacHoctu [1JIn Hegocrarouns (Y2 =
5);

- BbICOKAasl BEPOSAATHOCTh - OOBEKTHBHBIC MPEANOCHUIKU ISl peall3allli YTPO3bl
CYIIECTBYIOT M MephI 1o obecreuenuio 6e3onacuoctu [1/1n ve mpunstol (Y2 = 10).

OnpeneneHne BEpOSITHOCTH pealii3ally yrpo3bl, JOJKHO ObITh IPOBEAEHO AJIs BCEX
BBISIBJICHHBIX yrpo3. Huke mpuBeneHO omucaHWe Ka)XJA0W yrpo3bl M JaHbl 00O0OIIEHHbBIE
BEPOSITHOCTH peaiu3anuu yrpo3 ais kaxaoro tuna UCIT/IH.

er031>1 YTE€UYKH l/IH(l)OpMa]_[I/II/I 10 TEXHUYECCKUM KaHa/IaM

Yrpo3sl yTe4kH aKyCcTHYeCKO# (pedyeBoil) MHGOpManuu

Bo3HukHOBEHHE YTpo3 yTEUKH aKyCTHUECKOW (peueBoil) mH(popMaImu, coaepskamieiics
HETMOCPEJACTBEHHO B mpou3Hocumon peun mnoibizoBarens WCIIAx, npu obpabotke [1/IH B
UCTI s, Bo3MokHO mipu HaimumeM ¢yHKimid ronocoBoro BBoga [1/In B UCTI/Ia wim dyHKimit
BocripousBeieHus [1/1H akyctrueckumu cpeactBamu UCII/IH.

B UCII[Jn ¢pynkuuu ronocosoro BBoja I1/In ninn ¢pynkuuu Bocnpoussenenus 111
aKyCTUYECKMMH CpeAcTBaMU OTCYTCTBYIOT. [Ioatomy misa Bcex tunos MCII/IH BeposTHOCTD
peanu3anuy yrpossl — ABJIAIOTCH MaJI0BEPOATHBIMU.

¥Yrpo3sl yredyku BUA0OBOH HHpopManuun

Peammsarmst yrpo3sl yTeukd BHUAOBOM HH(MOpMAIMM BO3MOXKHA 3a CYET MPOCMOTpa
uHpOpPMAIIMM C TIOMOILNBIO ONTHYECKUX (ONTHUKO-3JIEKTPOHHBIX) CPEICTB C HSKPAHOB
JUCIUIEEB W JIPYTUX CPEACTB OTOOPAKEHUS CPEICTB  BBIUYMCIUTENBHON  TEXHUKH,
MH()OPMAIIMOHHO-BBIUUCIIUTENBHBIX KOMIUIEKCOB, TEXHUUECKUX CPEICTB 00pabOTKU rpaduyeckoi,
BUJICO- ¥ OyKBEeHHO-LIM(PpoBOil mH(popmarmy, Bxoasmux B coctas UCIT/IH.

ITpu ycnoBum uro B 3nanun Onepatopa rae pasmenieHa MCII/IH BBeneH KOHTPOIIb
JocTyna B KOHTPOJIMPYEMYIO 30HY, a padounMe MecTa MOoJib30BaTeNiel pacrooKeHbl Tak,
YTO MPAaKTUYECKH UCKIIFOUYEH BU3YyaJbHBIM JOCTYN K MOHMTOPAaM, & HA OKHAX yCTaHOBJIEHBI
xanto3u, To Juist UCIIJIH BepoATHOCTh peann3anuu paccMaTpUBaEMOU yrpo3bl — ABJISAETCH
MaJIOBEPOSATHOM.

Yrpo3s! yreuku uagopmanum no kananam IIIMHUH

Yrpo3el yreukn wuHpopMammu 1o Kanamy [IOMUH, Bo3MOXHBI U3-32 HAIAYHS
Mapa3UTHBIX JJIEKTPOMATHUTHBIX U3NydeHuil y anemenToB UCII/IH.

VYrpo3el panHoro kiacca maJjoBeposaTHbl ana  MCII[H, T.K. pasmep
KOHTpoJupyeMor 30HBI Oomnbmioi, u 3nementsl WCII/[H, HaxomsTcs B caMoM LEHTpe



30aHHUA W OKPAHUPYIOTCA HCCKOJbKHMMH HCCYHNIMMH CTCHAMH, U Hapa3PITHBII>i CUT'HAJI
MAaCKUPYCTCA CO MHOKCCTBOM JPYIUX IMAPA3UTHBIX CHUTHAJIOB JJICMCHTOB HC BXOJAIOUX B
WCTI/Tx.

¥Yrpo3bl HeCAHKIMOHMPOBAHHOI'O A0CTYNA K HHpopManuu

Peanuzanus yrpo3 HCJl x uHpopManum MOKeT MPUBOJIUTH K CIEAYIOIIUM BHIIaM
HapylIeHHs ee 0€30MaCHOCTH:

- HAPYLICHHIO KOH(PUACHIIMATEHOCTH (konmupoBaHue, HEMPABOMEPHOE
pacnpocTpaHeHue);

- HapYILEHUIO LIEJIOCTHOCTH (YHUUTOXKEHUE, U3MEHEHHE);

- HapYIICHUIO JIOCTYITHOCTH (OJIOKUPOBAHUE).

Yrpo3bl yHHUYTOKeHUsA, XHleHUus annapaTtHbix cpeacts UCIIn HocuTeei
uHpopmanuu nyrem ¢pusndeckoro nocrymna k yaemenrtam UCII/In

Kpaika texuudeckux cpeacts Bxoasmux B coctaB UCIIH.

VYrpo3za ocymecrBiserca nyrem HC/[ BHEIIHMMY M BHYTPEHHUMH HAPYIIUTEISIMU B
MOMEIIEeHUS, T pacnojoxeHbl anemenTsl UCITIH.

[Ipunumass Bo BHuUMaHMe, 4yTo Yy Omeparopa BBEIE€H KOHTPOJb JOCTyla B
KOHTPOJIMPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHAas CUTHAIM3ALMS, ABEPU 3aKPBIBAIOTCS Ha
3aMOK, YCTAHOBJIEHBI PEIICTKHA HA MEPBBIX M MOCIECIHUX ATa)KaX 3/1aHUsSA, TO BEPOSTHOCTH
peanu3anny JaHHOW YIpo3bl — ABJISIETCS MAJTOBEPOSITHOM.

Kpasxka Hocutesiel uH(pOpMaAuu

VYrposza ocymectBisgerca nyreM HCJ/] BHENIHMMY 1 BHYTPEHHUMH HapyLIMTEISAMH K
HOCHUTEISIM WH(OPMAIIHH.

[Ipunumass Bo BHuUMaHue, 4yTo Yy Omeparopa BBEIEH KOHTPOJb JOCTyNa B
KOHTPOJINPYEMYIO 30HY, YCTAHOBJICHa OXpPAHHAsl CHUTHAJIW3AlMs, JBEPH 3aKpBIBAIOTCS Ha
3aMOK, YCTAaHOBJICHBI PELIECTKU Ha IIEPBBIX U IOCIECIHUX JITAKAX 3JIaHUsI, BENETCS Y4ET U
XpaHEHUE HOCHUTENEM, TO BEPOSATHOCTh pEAIHU3ALUNA JAHHONM Yrpo3bl — SIBJISETCH
MaJIOBEPOSATHOM.

Kpaxa xiw4deit 1 aTpudyToB a10cTyna

VYrpo3za ocymecriserca nyrem HC/[ BHEIIHMMY U BHYTPEHHUMH HAPYIIMUTEISMU B
MOMEILIEHUS, TJIe TPOUCXOIUT paboTa MOIb30BATENECH.

[Ipuaumas Bo BHHMMaHMe, 4yro Yy OrmnepaTopa BBEAEH KOHTPOJIb JOCTyHa B
KOHTPOJINPYEMYIO 30HY, YCTAHOBJIEHA OXpaHHas CUTHAJIW3allMsl, JBEPU 3aKPbIBAIOTCA Ha
3aMOK, YCTAHOBJICHBl PELIETKM Ha MEPBBIX M IMOCIEAHUX ATakaxX 3/1aHUs, OPTraHW30BaHO
XpaHEHUE KIIYEH U BBEICHA IOJIMTHKA «YUCTOIO CTOJa», TO BEPOSATHOCTH pealn3aluu
JJAHHOM yTpO3bl — ABJAETCH MAJOBEPOATHOM.

Kpaxu, Mmogupukanum, yHu4TOKeHus HHpopManun

VYrposza ocymectBisgercs nyrem HCJl BHEIIHUMU ¥ BHYTPEHHHMH HapyLIUTEISIMU B
nomelneHus, rae pacrnoyiokenbl snemeHTsl WCIIJIH u cpeacTBa 3amuThl, a TaK Ke
MPOUCXOIUT paboTa MOIb30BATENECH.

[Ipuaumas Bo BHHMMaHMe, uro Yy OrmnepaTopa BBEAEH KOHTPOJb JOCTyHa B
KOHTPOJIMPYEMYIO 30HY, YCTAaHOBJIEHA OXpaHHAsl CHUTHAJIM3AlMs, JBEPH 3aKpbIBAIOTCS HA
3aMOK, YCTaHOBJICHBI PEIIETKU Ha MEPBBIX M MOCIHEAHHUX 3Ta)kaxX 3/1aHus, TO BEPOSTHOCTD
peanu3anuy JaHHON Yrpo3bl — IBJIAETCH MAJIOBEPOSITHOI.



BbiBoja U3 cTPOs y3/10B TexHHYeCKUX cpeacTB Bxoasmux B coctaB UCIIIH, kanaoB
CBSI3H

VYrpo3za ocymectBisierca nmyremM HCJ/] BHEIIHUMHY ¥ BHYTPEHHUMH HAPYIIUTEISIMU B
noMenieHus, rae pacnoiaoxensl anemMeHTsl UCIIJIH u npoXoasaT KaHaIbl CBSI3H.

[Ipunumas Bo BHuUMaHue, uto y Omneparopa BBeJAEH KOHTPOJb JOCTyNa B
KOHTPOJUPYEMYIO 30HY, YCTAHOBJIEHA OXpAaHHAs CHUTHAIM3ALMS, ABEPU 3aKPBIBAIOTCS Ha
3aMOK, YCTAHOBJICHBI PEIIECTKH HAa MEPBBIX M IMOCICIHUX ATa)Xax 3[aHHs, TO BEPOSTHOCTH
peanu3anuu JaHHON yIpO3bl — IBJASIETCH MAJOBEPOSTHOM.

HecaHKIMOHUPOBaHHOE OTK/IIOYeHHE CPEICTB 321U ThI

VYrpo3a ocymectBisierca nyreM HCJ/| BHEIIHUMHY U BHYTPEHHUMHU HapyIIUTEISIMH B
MOMEILIEHUs, TJIe pacmooxkeHbl cpeacTna 3amuTsl UCIT/IH.

[Ipuaumass Bo BHHMMaHHMe, uro Yy OrmnepaTopa BBEAEH KOHTPOJIb JOCTyHa B
KOHTPOJIMPYEMYIO 30HY, YCTAaHOBJIEHA OXpaHHAas CUTHAJIM3ALMs, ABEPHU 3aKpbIBAIOTCS Ha
3aMOK, YCTAHOBJICHBI PEIIETKHM Ha TEPBBIX W IMOCIEIHUX dTakaxX 37aHUs, MOJIb30BATENU
NCTI[IH npouHCTPpYKTUPOBaHBI O pabOTe C TMEPCOHAIBHBIMU JIaHHBIMHU, TO BEpPOSITHOCTH
peayn3aliy JaHHOM yrpo3bl — SIBJISIeTCS MAJIOBEPOSITHOIA.

Yrpo3bl XullleHUsl, HeCAHKIIMOHUPOBAHHOI MOAMPUKANNH WK OJIOKHPOBAHUSA
uHopMannu 3a cueT HeCAaHKIMOHMPOBAaHHOTO noctyna (HC/) ¢ npumeHennemM
NMPOrpaMMHO-ANNAPATHBIX  POTPAMMHBIX CPEJACTB (B TOM YHCJIe
NMPOrpaMMHO-MAaTEeMATHYECKUX BO3/1eiCTBUI).

JleiicTBHS BPEIOHOCHBIX POrpaMM (BHPYCOB).

[IporpaMMHO-MaTEMaTHYECKOE BO3JEHCTBUE - OTO BO3JCHCTBHE C MOMOIIBIO
BPEIOHOCHBIX Mporpamm. [IporpaMMoii ¢ MOTEHIMAIBHO OMACHBIMHU TOCIEACTBUSIMHU HIIU
BPEJOHOCHOMW  MporpaMMoil  (BUpPYCOM) Ha3bIBalOT HEKOTOPYIO  CAMOCTOSITENIbHYIO
nporpaMMmy (HaOOp MHCTPYKIMI), KOTOpass CHOCOOHA BBIMOJHATH JHOOOE HEMmycToe
MOJIMHOYKECTBO CIEAYIOMUX (HYHKIUI:

- CKpBIBaTh MPU3HAKU CBOETO MPUCYTCTBUS B IPOTPAMMHOMN Cpesie KOMITbIOTEPa;

- 00;1alaTh  CMOCOOHOCTBIO K CaMOAyOJMPOBAHUIO, AaCCOIMUPOBAHUIO Ce0S C
JPYTUMU IporpaMMamHu U (WIK) MepeHocy CBOMX (parMEeHTOB B MHbBIE 00JIACTH ONEpaTUBHOM
WJIM BHEIIHEW NaMsTH;

- pa3zpymaTh (MCKa)xxaThb MPOU3BOJIBHBIM 00pa3oM) KOJI MpOrpamMM B OINEpaTHBHON
naMsITH;

- BBIIIOJIHATh 0€3 MHUIMHUPOBAHUS CO CTOPOHBI MOJIb30BaTENs (IOJIB30BATEIbCKON
IpOTrpamMMbl B IITATHOM PEKUME €€ BBIIIOJHEHHUs) eCTPYKTUBHbIE (PYHKIUHU (KOTTMPOBAHUS,
YHUUYTOXCHHS, OJIOKUPOBAHUS U T.I1.);

- COXpaHATh (parMeHThl WH(GOPMAIMM U3 OINEPATUBHON MNaMATH B HEKOTOPBIX
00JacTsIX BHEIIHEH NaMsATH NPSIMOIo JOCTyNa (JOKAIbHBIX WK yIaJ€HHBIX);

- UCKaXaTh MPOU3BOJIBHBIM 00pa30M, OJIOKUPOBATH U (UJIM) TOJMEHSTH BBIBOJMMBIiA
BO BHEUIHIOIO NaMATh WIM B KaHal CBSI3M MacCUB HMHQOpMaluu, oOpa3oBaBIIUICS B
pe3ynbTrare paboThl MPUKIATHBIX MPOTPaMM, WM YXKE HaXOSIIMecs BO BHEIIHEH MaMsTH
MacCCHUBBI JIaHHBIX.

V¥ Oneparopa Ha Bcex anemeHtax MCII/IH ycraHoBieHa aHTHBHpYCHas 3alluTa,
M0JIb30BATENU MPOUMHCTPYKTUPOBAHBI O Mepax MpeAOTBPALICHHS BUPYCHOTO 3apa)KE€HUs,
TaKUM 00pa30M BEPOSITHOCTb Peas3allii YIpo3bl — ABJIsIeTCS HU3KOI.



HenexiapupoBanubie Bo3MOxkHOCTH cucTteMHoro IO u TIO pas  oOpadorku
NEePCOHAJIBHBIX IaHHbIX.

HenexnapupoBaHHble BO3MOXHOCTM — (DYHKUMOHAJIbHBIE BO3MOXHOCTH CpPEJICTB
BBIYMCIIMUTEIIBHOM TEXHHUKH, HE ONMCAaHHBIE WIM HE COOTBETCTBYIOLIME ONMCAHHBIM B
JOKYMEHTAIIMK, TPU HUCIIOJIb30BAHMM KOTOPBIX BO3MOXKHO HapyIlleHHWEe KOH(UAEHIIMATHHOCTH,
JOCTYITHOCTH WJIM LIEJIOCTHOCTH 00pabaThIBaeMOi HH(pOpMAaIIIH.

BeposTHOCTE peanu3anuu yrpo3sl IOBBIIIACTCS:

- TIpY YBEJTUYECHUHU SJIEMEHTOB, B TOM uucJie nporpammuoro odecneuenus, MCIIH;

- TIpY YBEITUUYECHUU YUCIa (PYHKIIMOHATBHBIX CBA3EH MEXKY dJIeMEHTaMU;

- HAIMYMAW TOAKIIOYEHHs] K CEeTsIM oO0miero Aoctyna U (WiIM) MEXKIYyHapOoJIHOTO
oOMeHa.

s paccmatpuBaemoid CIIJIH BepOSITHOCTD peasin3aliii yrpo3bl — HU3Kasl.

YcranoBka I1O, He CBA3aHHOIO ¢ MCIIOJTHEHHUEM CJIYKeOHBIX 00sI3aHHOCTEH

Yrpo3a  OCyIIECTBIAETCS NyTEM  HECAHKIMOHUPOBAHHOW  ycTtaHoBku [IO
BHYTPEHHUMHU HAPYIIUTEISIMHU, YTO MOKET MPUBECTU K HAPYIICHUIO KOH(PHUICHIINATFHOCTH,
LEeIOCTHOCTU U fAocTynHocTH Beert UCII{H nnu ee 351eMeHTOB.

¥ Omnepartopa BBEICHO pa3rpaHUYEHUE IPaBaMH MOJIb30BATENEH HA ycTaHOBKY 10O
Y OCYIIECTBISECTCS KOHTPOJIb, TOJIB30BATEIN MPOUHCTPYKTUPOBAHBI O MOJUTUKE YCTAHOBKHU
[10, Takum o6pazom st paccmarpuBaemort WCII/[H BEpoSTHOCTH peanu3aiuud yrpo3bl —
SIBJISIETCS] MAJIOBEPOSITHOIA.

Yrpo3bl He IpeAHAMEPEHHbIX AeHCTBUI M0J1b30BaTE/ el U HAPYLLIEHUI
o0ezonacHoctu pynkuuonnposanus UCIIAn u C3I1{H B ee cocTaBe u3-3a c00eB
B IPOrPAMMHOM 00eCIeYeHHU N, a TAKKE 0T YIPO3 HEAHTPONOTeHHOro (c0oeB
anmaparypbl U3-32 HEHA/IE:KHOCTH 3JIEMEHTOB, C00€B JIEKTPONUTAHNS) U
CTUXUITHOTO (YyIapOB MOJIHMI, 10:KaP0B, HABOJIHEHHUIl U T.II.) XapaKTepa.

YTpara kiaroueil 1 aTpudyToB AocTyna

VYrpo3a ocymiecTBIsieTCs 3a CUET ACUCTBUS YeJIOBEYECKOro (hakTopa MoJb30BaTeNei
NCIIAH, xoTOpble HApyLIAKOT IMOJOKEHHUS MapOJIbHOW MOJMTHUKH B YacTH HMX CO3JaHMS
(co3naroT JeTKHe WM MyCThble MapOoJid, HE MEHSAIOT MapOJH M0 UCTEUYEHUU CPOKa MX JKU3HU
WIM KOMIIPOMETAllMU U T.M.) U XpaHEHUs (3alHMChIBAIOT Mapoju Ha OyMa)kKHble HOCUTEIH,
nepelarT KIOYX AOCTYyNa TPEThUM JIMLAM U T.II.) UM HE OCBEJIOMIIEHBI O HUX.

Y Omneparopa BBeJeHa MNapojibHas MOJUTHKA, IMpelycMaTpHUBarolias TpeOyeMyro
CJIO)KHOCTb IApOJIsl U NMEPUOAUYECKYIO €r0 CMEHY, BBEJECHA IOJIUTUKA «YHUCTOIO CTOJa»,
OCYILECTBJIACTCS. KOHTPOJIb 32 MX BBIIOJHEHHUEM, I10JIb30BATEIN IPOUHCTPYKTUPOBAHBI O
MapOJIbHOM TOJUTHKE U O ACHUCTBHUAX B CIydasX yTPaThl WIM KOMIPOMETALHMH IApOJIEH,
TakuM oOpazoM mansi paccmarpuBaeMoil  WCIIJIH BeposITHOCTh peanu3aldyd yrpo3bl —
SIBJISIETCS] HU3KOM.

Henpennamepennas Mmoagupukanus (YHHUTOKeHHE) HHGOPMaLUU COTPYIHUKAMH

VYrpo3a ocyuiecTBiIsIeTcs 3a CUeT AEUCTBUS YEIOBEUECKOro (hakTopa Mnosb3oBaTenei
NCIIdH, koTOpBIe HApyIIAIOT MOJOXKEHHUS MPUHATHIX mpaBui pabotel ¢ UCII[An nmm ne
OCBEJJOMJICHBI O HUX.

[Ipuaumas Bo BHUMaHue, yTo B CII/IH ocyiiecTBiseTCs pe3epBHOE KOMUPOBAHUE
oOpabartbsiBaeMbix [1/]H, mons3oBarenn npouHcTpykTupoBansl o padore ¢ UCIIAH, To ans
paccMaTpuBaeMou NCIIJIH BeposATHOCTh peanu3aluud  Yrpo3bl —  SABJSETCHA
MAaJIOBEPOSATHOIA.



HenpennaMepeHHoOe OTKIIOYEHHE CPEIACTB 3ALUThI

VYrpo3a ocyuiecTBiIsIeTcs 3a CUeT AEUCTBUS YEIOBEUECKOro (hakTopa Mosib3oBaTenei
NUCTI[JH, xoTopble HapylIalT MOJOXKEHUS NpHHATBHIX npaBun padorsl ¢ HUCII[AH u
CpPEACTBAMH 3aILMTHI UM HE OCBEJOMIICHBI O HUX.

[Ipunumass Bo BHuUMaHMe, 4yTo Yy Omeparopa BBEIEH KOHTPOJb JOCTyIa B
KOHTPOJINPYEMYIO 30HY, JBEPH 3aKpPBIBAIOTCS HA 3aMOK, OCYLIECTBIISIECTCS pa3TpaHUYCHUE
JIOCTYTIa K HACTPOMKAaM PEKUMOB CPEJICTB 3AIUUTHI, I10JIb30BATEIN TPOMHCTPYKTUPOBAHBI O
pabote ¢ UCII/IH, TO BEpOSITHOCTh peaiu3aliii yrpo3bl — ABJIsIeTCS] MAJT0BEPOSITHOM.

Bbixox u3 cTposi anmapaTHO-NPOrPaAMMHBIX CPeACTB

VYrpo3a OCYIIECTBIISIETCS BCIIEACTBUE HECOBEPLICHCTBA allapaTHO-IPOrPaMMHBIX
CPEJACTB, M3-3a KOTOPBIX MOXET MPOMCXOAUTh HApYUIEHUE LEJIOCTHOCTH U JOCTYIHOCTH
3amuInaeMon nHpopMalum.

Y Omneparopa ocymiecTBIsieT pe3epBUpoBaHue KitoueBbix 3nemeHToB WCII/H,
TakuM obpazoM mnsi paccmarpuBaeMoit  WCIIJIH BepoSITHOCTh peanu3aldd yrpo3bl —
SIBJISIETCSI MAJIOBEPOSITHOM.

Cooii cucTeMbl 3J1eKTPOCHAOKEHUS

VYrpo3a ocyuiecTBiseTCs BCIEACTBUE HECOBEPIIEHCTBA CUCTEMBI JJIEKTPOCHA0XKEHN S,
U3-32 YEro MOXKET MPOMCXOAUTHh HAPYIIEHUE LEJOCTHOCTU U JOCTYIHOCTH 3allUIaeMOU
UH(pOpPMALIUH.

V¥ Omneparopa ko BceM kiatoueBbIM ieMeHTaM MCII/IH moakiaroyeHsl MCTOYHUKHU
OecriepeOOMHOr0 MUTAHUS U OCYIIECTBIIAET PE3EPBHOE KOMUPOBaHUE MH(OPMAIMH, TAKUM
oOpazom ns paccMmarpuBaeMoit WCIIJIH BeposITHOCTh peanu3alud yrpo3bl — SIBJISAETCS
MaJIOBEPOSATHOM.

Cruxmuiinoe OencrBue
VYrpo3a ocyliecTBIsI€TCs BCIEACTBUE HECOOTIOACHUS Mep MOKApHOM 0€30MacHOCTH.
Y Oneparopa  yCTaHOBJIEHa  IOXapHas  CUTHAJIM3alMs,  [0JIb30BaTENIN
IIPOMHCTPYKTUPOBAHBI O JCHCTBUAX B ClIydyae BO3HUKHOBEHHs BHEIUTATHBIX CHUTYAlUH,
TakuM oOpazoM ansi paccmarpuBaeMoil  WCIIJIH BeposITHOCTh peanu3aluyd yrpo3bl —
SIBJISIETCH MAJIOBEPOSITHOM.

Yrpo3sl npeHaMepeHHbIX 1eiiCTBM BHYTPEHHUX HApyLUIUTe el

Hoctyn k uHpopmMauuu, Moagu(pUKaNMs, YHUYTOKEHUE JIML, He AOMYIICHHBIX K ee
o0padoTke

VYrposza ocymecrBasiercss nyrem HCJl BHEIIHHUX HapylIUTENIE B NMOMEILICHHS, TIE
pacnionoxkenbl dnemenThl CII[H u cpeacTBa 3amuThl, a Tak JK€ MPOUCXOAUT paboTa
MOJIb30BaTENEN.

YV Omneparopa BBEJE€H KOHTPOJIb JOCTYyNa B KOHTPOJIUPYEMYIO 30HY, YCTAaHOBJIECHA
OXpaHHas CUTHAJIU3ALMs, IBEPH 3aKPHIBAIOTCA HA 3aMOK, YCTAHOBJIEHBI PEIIETKU Ha MEPBBIX
U TOCIEIHUX JTaxax 3AaHusd. [Ipy HamuuMu BBIIENIEPEUUCICHHBIX MEP BEPOSITHOCTH
peanu3anny yrpo3bl — ABJIAETCH MAJIOBEPOSTHOM.

Pasriamenue ungopmManuu, MOAM(PUKALUA, YHHYTOKEHUE COTPYAHUKAMU
JAONYLIEHHBIMH K ee 00padoTke

VYrpo3a ocymiecTBIsSeTCs 3a CYET ACHCTBUS YETOBEUECKOro (pakTopa moiab3oBaTeneit
WUCTI[JH, xoTopple HapymalOT TOJOXKEHHMs O HepasrjamieHuu oOpabaThiBaeMOn
UH(OpPMAaLIUU UIN HE OCBEJJOMJICHBI O HUX.



V¥ Omnepatopa 1mosb30BaTeNN OCBEIOMIIEHBI O MOpsAKE pabOThl C MEPCOHAIBHBIMU
JAaHHBIMH, a TaK ke noxanucanu /loroBop o HepasriaileHuH, TO I paccMaTpUBacMOU
NCTI/IH BepOoSITHOCTD pean3aliy yIpo3bl — ABJIsIeTCHS HU3KOM.

[Ipy HEOCBEIOMIICHHOCTH IIOIB30BaTeNC MW HE 3akimoueHun Jlorosopa o
HEepa3IIallleHUH, BEPOSITHOCTh pealM3allMd Yrpo3bl JOJDKHA OBITh MEpecMOTpeHa WIH
HEO0OXOIMMO MPUHATH MEPBI CHUKEHUIO BEPOSITHOCTH pPEaIu3allii YyIPO3Bbl.

Yrpo3bl HeCAHKIMOHUPOBAHHOIO JOCTYIA M0 KAHAJIAM CBSI3H

B cootBercTBHM ¢ « TUMOBOI MO/IENBIO YTPO3 OE30MACHOCTH MIEPCOHATBHBIX IaHHBIX,
obpabateiBaeMbix B pacnpeneneHHbix UCII/IH, uMeronmx moaKIIOUeHUe K CeTIM 0O0IIero
MOJIb30BaHUST M (WJIK) MEXAyHapoJaHoro uHdopMalmoHHoro obmeHa» (m. 6.6. basoBoi
MoOJenu yrpo3 0e30MacHOCTH TMEepPCOHAIBHBIX JaHHBIX TMpU HUX 00paboTke B
MH(OPMALIMOHHBIX CUCTEMAaX  IEPCOHAIBHBIX JAHHBIX, YTBEP)KJIECHHOM 3aMECTUTENIEM
mupektopa ®CTIK Poccun 15 despans 2008 r.), migs UCII[AH MoxkHO paccMaTpuBaTh
CIEAYIOIIME YrPO3bl, pEAIU3yeMble C MCIOJB30BAHUEM TIPOTOKOJIOB MEXKCETEBOIrO
B3aUMOJEICTBUS:

- yrpo3a «AHanu3 cereBoro Tpadukay c nepexsatoM nepenaBaeMoil u3z UCIIH u
NPUHUMAEMON U3 BHEIIHUX CeTel nHpOopMaIuy;

- yITpO3bl CKAaHWPOBAHHUsS, HAIpPaBJICHHbIE HA BBIBICHHE TUIIA WIA THUIOB
HCIIOJIb3YEMbIX ONEpPAIMOHHBIX CHUCTEM, CETEBBIX ajpecoB pabouux craniuii WCII/IH,
TOTOJIOTUU CETH, OTKPBITHIX MTOPTOB U CIYKO, OTKPBITBIX COETUHEHUH U JIp.;

- YIrpo3bl BBISBIEHUS NApOJIeH MO CeTH;

- YIpO3bl HABSI3bIBAHKE JIOKHOTO MapIIpyTa CETH;

- YIrpo3bI MOJIMEHBI JJOBEPEHHOTO 00BEKTA B CETH;

- yrpo3bl BHEJIpeHUs JI0KHOTro 00bekTa kak B UCIIJIH, Tak 1 BO BHEIIHUX CETSX;

- yrpo3sl Tuna «OTka3 B 00CIyKUBaHUI;

- YIpO3bl YAAJIEHHOIO 3aITyCKa MPUII0KEHUM;

- YIpo3bl BHEJIPEHMS 110 CETU BPEIOHOCHBIX ITPOrpamM.

[TpuHMMas BO BHUMaHHE, YTO PEIICHUE O IOCTAHOBKE HA YUET U 3a4UCICHUU JIETEN B
o0Opa3oBaTeNbHbIE YUPEKICHHS, PEATU3yIOlMe OCHOBHYIO 00pa30oBaTElIbHYIO MPOrpaMMy
JOLIKOJIBHOTO  O0pa3oBaHUs HE MPUHUMAETCs HAa OCHOBAHMHM MCKJIIOUUTEIHHO
aBTOMATH3UPOBAHHON 00pa0OTKH TIEPCOHAIBHBIX JaHHBIX B OTHOIICHUH CYOBEKTa
MEePCOHANBHBIX JAHHBIX, TO A paccmarpuBaeMoi MCII[H BeposSTHOCTH peanu3aluu
BBIIIIETIEPEUYHUCIIEHHBIX YTPO3 — SIBJIAETCS MAJIOBEPOSTHOIA.

PeanuzyemocTtb yrpos

Tumn yrpos 6e3onacuoctu [1/1xn Omackocts
YTPO3bI

1. Yrpo3sl OT yTeUKH O TEXHUYECKUM KaHAJIaM.
1.1. Yrpo3sl yTeUKH aKyCTHYECKON HHPOpMaLIUU HEaKTyaJIbHAsI
1.2. Yrpo3sl yTeuku BUJIOBOM HHpOpMAITUU HEaKTyaJIbHAsI
1.3. Yrpossl yreuku undopmanuu rno kanaiam [I1DOMUH HEaKTyaJIbHas
2. YTpo3bl HECAHKIIMOHUPOBAHHOTO AOCTYIA K HHPOPMAIIHH.
2.1. Yrpo3sl yHUUTOXEHMS, XUllleHns annapatHsix cpeacts UCITIH HocuTeneit
nHpopManuu mytem puszndeckoro gocryna k snementam UCITJIx
2.1.1. Kpaxa II9BM | HEaKTyaJIbHas




2.1.2. Kpaxa HOocuTeneu nabopmaiuu HEAKTyaJIbHasl
2.1.3. Kpaxa xnrodeit u aTpuOyTOB JIOCTYyIIA HEaKTyaJIbHasl
2.1.4. Kpaxu, MogupuKaluy, YHUUTOKEHHUs HHPOpMAITUU HEaKTyaJIbHast
2.1.5. BeiBog u3 ctpos y3noB [19BM, kaHanoB cBs3u HEaKTyaJbHAas
2.1.6. HecaHKIIMOHMPOBAaHHBIN AOCTYN K HHPOPMaLUU IPH HEaKTyaJIbHast
TEXHUYECKOM 00CTyKUBAHUH (PEMOHTE, YHUUYTOKEHNN) y3JI0B

I[19BM

2.1.7. HecaHKIIMOHUPOBAHHOE OTKIFOYEHUE CPEJICTB 3AIIUTHI HEAKTYyaJbHAs

2.2. Yrpo3bl XMILEHNs, HECAHKIIMOHUPOBAHHON MOIU(DUKAIIMN WK OJIOKUPOBAHUS
UHpOpMaLMHU 3a c4eT HecaHKIMoHupoBaHHoro goctyna (HCJI) ¢ npumenenuem
IIPOrpaMMHO-aNNapaTHBIX U MPOTrPAMMHBIX CPEJCTB (B TOM YHCIIE TPOrPaMMHO-
MaTeMaTHYECKUX BO3ICHUCTBUI).

2.2.1. JleiicTBUS BpEIOHOCHBIX ITporpamMM (BUPYCOB) aKTyaJIbHas
2.2.2. HepexnapupoBaHHbIE BO3MOKHOCTH cucTeMHOro [10 1 HEAKTyaJIbHAas
I1O nnst 06paboTKU MEePCOHATBHBIX JAHHBIX

2.2.3. Ycranoska [1O He CBA3aHHOTO C UCIIOJTHEHUEM HEaKTyaJIbHast
CITY»KEOHBIX 00513aHHOCTEMN

2.3. Yrpo3sl HE NpeTHAMEPEHHBIX ICUCTBUN MOJIH30BATENEN U HAPYIICHHI
6e3omacuoctu ¢pynkimonupoBanus UCIIIn u C3I1/IH B ee cocTaBe u3-3a cO0EB B
MPOrpaMMHOM 00€CIIeYeHIH, a TAKXKE OT YIPO3 HEAHTPOIOTEHHOTO (cO0eB anmapaTypbl
13-3a HEHAJIe’KHOCTHU AJIEMEHTOB, COOEB AJIEKTPONUTAHUS) U CTUXUITHOTO (YAapOB
MOJIHUH, 0’KapOB, HABOJHEHUM U T.I1.) XapakTepa.

2.3.1. YTpara kimtoueit u aTpuOyTOB AOCTYyMA aKTyaJIbHas
2.3.2. HenpennamepenHast Moaudukaius (yHUITOXKEHUE) HEAKTyaJ bHAas
uHhOpPMaIK COTPYIHUKAMU

2.3.3. HenpenHamepeHHOE OTKIIFOUEHHE CPEJICTB 3aLTUTHI HEaKTyaJIbHasl
2.3.4. BpIxoa u3 cTpos anmapaTHO-IPOrPAMMHBIX CPEJCTB HEaKTyaJbHast
2.3.5. COoil cucTeMbl JIEKTPOCHAOKEHUS HEaKTyaJIbHasl
2.3.6. Ctuxuiinoe OeacTBUE HEAKTYyaJIbHasI
2.4. Yrpo3sl NIpeAHAMEPEHHBIX ICHCTBUI BHYTPEHHUX HAPYLIUTENEH

2.4.1. Nocryn k uHpopmManuu, MoauduKaius, yHUuTOKECHUE HEaKTyaJbHasl
JIUI] HEe TIONYIIEHHBIX K ee 00paboTke

2.4.2. Pazrnamenue nHdopmaiuu, MoauduKanus, HEaKTyaJbHAs

YHHUTOXKEHHUE COTPYAHUKAMU JIOMYIICHHBIMU K €€ 00paboTke

2.5.YT1p03bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA MO KaHAJAM CBSI3H.

2.5.1.Yrpo3a «AHanu3 ceTeBoro Tpauka» ¢ IepexBaTom
nepenaBaemoit u3 UCITJIH u mpuHrUMaeMoi U3 BHEIITHUX CETEH

uH(bOpMaLINH:

2.5.1.1. IlepexBar 3a nepenenaMu ¢ KOHTPOJIMPYEMOM 30HbI HEaKTyaJIbHAsI
2.5.1.2. TlepexBat B npeienax KOHTPOIUPYEMOM 30HbI HeaKTyaJlbHas
BHEIIHUMH HApYIIUTEISIMHA

2.5.1.3.IlepexBar B mpesenax KOHTPOIUPYEMOM 30HbBI HEaKTyaTbHas
BHYTPECHHUMHU HaPYIIUTEISIMH.

2.5.2.YTpo3bl CKaHUPOBAHMS, HATIPABJICHHBIC HA BHISIBICHUE HEaKTya bHas

THUIA WIN TUIIOB UCTIOJIb3YEMBIX OMEPALIMOHHBIX CUCTEM,
ceTeBBIX ajipecoB padounx cranmuii UCII/IH, Tononoruu ceTw,
OTKPBITBIX TIOPTOB M CITY>KO, OTKPBITHIX COSAMHEHUI U JIp.

2.5.3.Y1po3bl BBISBICHUS NAPOJICH IO CETH HEAKTyaJbHasl

2.5.4.YTpo3bl HaBs3bIBAHUE JIOKHOTO MapUIPyTa CETH HEaKTyaJIbHAsI




2.5.5.Y1rpo3bl NOMEHBI IOBEPEHHOT'O0 00BEKTa B CETU aKTyaJIbHasI
2.5.6.Y1po3bl BHEAPEHUS T0KHOTO 00BhekTa kKak B MCIT/[H, Tak aKTyaJbHas
Y BO BHEIIHUX CETIX

2.5.7.¥Yrpo3sl Thna «OTKa3 B 00CITYKUBAHUN HeaKTyaJlbHas
2.5.8.YTp0o3bl yAAJIEHHOTO 3aIyCKa MPUITOKEHHI HEAKTYyaJIbHAsI
2.5.9.YT1p0o3bl BHEAPEHNUS 110 CETU BPEJOHOCHBIX IPOrpamMM aKTyaJbHasl

PexoMenayembiMu MepamMu MO NPEAOTBPALICHUIO PEATU3ALMU AKTYyAJIbHBIX YIPO3,
SABJISTFOTCSL:

- YCTaHOBKAa aHTUBUPYCHOM 3allUTHI;

- ACTIOJIB30BaHUE MPOTOKOA 3amuieHHoro coeaquuenne (HTTPS);

- MapoJibHasi  TOJIUTHKA, YCTAaHABJIMBAIOIIAs  OO0S3aTENbHYI0  CIOXKHOCTh U
MIEPUOJUYHOCTh CMEHBI MTAPOJIS;

- Ha3HAYEHUE OTBETCTBEHHOTO 3a 0O0pa0OTKY MEpPCOHANBHBIX JAaHHBIX M3 4YHCIIa
coTpyanukoB Oneparopa,;

- uactpykuuu nonb3osateneid UCII/{H, B KOTOPBIX OTpa)K€HBI MOPAIOK Oe30macHon
pabotel ¢ UCII/IH, a Tak ke ¢ KiltouaMu U aTpuOyTaMu JOCTYIa;

- OCYULIECTBJIEHUE PE3EPBUPOBAHUS KITHOUEBBIX 351eMeHTOB UCII/IH;

- OpraHusalnus pasrpaHU4YeHus IpaB MOJIb30BaTENel Ha yCTaHOBKY cTopoHHero 10,
YCTAaHOBKY allapaTHBIX CPEJCTB, MOAKIIOYEHHUS MOOWIBHBIX YCTPOMCTB M BHEIIHHX
HOCHUTEJIEH, YCTaHOBKY M HAcTpouKy 3nemeHToB MCII/IH 1 cpeacTB 3amuThI.



